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L&i nél diu

TCVN 11930:2017 dugc xdy dyng trén co s& tham khdo Tidu chudn quéc té
ISO/IEC 27001:2013 va Tigu chudn SP 800-53 phién ban 4.0 clia Vién Tiéu
chudn va Céng nghé Québc gia (NIST) My, cé didu chinh, stra ddi, bd sung
d8 phi hop véi didu kién ciia Viét Nam.

TCVN 11930:2017 do Cuyc An todn théng tin bién sogan, B$ Théng tin va
Truyén thdng d& nghij, Téng cuc Tidu chuén Do lwding Chét lirgng thdm dinh,
B6 Khoa hoc va Céng nghé céng bé.



L& gidi thidu

Tiéu chuéin ndy quy dinh céc yéu cAu oo ban vé an toan hé théng thdng tin theo cAp a9, bao gdm hai
nhém: yéu ciu qudn 1y va yéu chu k§ thudit. Nhém céc yéu cAu quén ¥ 13 co s& 88 co quan, t8 chire
xay dyng chinh séch, quy trinh quén Iy an toan théng tin cho hé théng cla minh trong qua trinh thiét ké,
xéy dng, v@n hanh, khal théc, st dyng. Nhém yau cAu ki thust 1 co s& d& co quan, td chire thidt ké,
thiét [4p cdu hinh h@ théng trong qué trinh xay dyng hé théng théng tin.

Co quan, 18 chirc sau khi xéc dinh cdp dé an toan hé théng thdng tin va phurong &n béo d3m an toan
hé théng thong tin, ¢ thé tridn khal céc bién phédp bdo ddm an todn thdng tin, d&p (ng cac yéu chu cor
bén néu tal Tiéu chuln ndy, nhdm bdo am an toan hé théng théng tin & mirc 86 co ban theo cép a6

twong dng.

D& bdo dadm an toan hé théng thdng tin & mirc d8 cao hon, phii hgp véi yéu chu thyre té va dic thi coa
hé théng thdng tin clia cor quan, & chirc cin tién hanh dénh gia riii ro an todn hé théng thdng tin a8 xac
dinh va trién khal céc bién phép bdo ddm an todn théng tin bd sung.

Khuyén khich co quan, 8 chire trién khal céc bign phéap bdo ddm an toan théng tin dép (rng todn bd
céc yéu cAu an todn co ban cho clp 86 a8 xéc dinh va b sung.thém céc yéu cdu an toan & cép 46 cao
hon nhdm téng cudrng bdo ddm an toan théng tin cho hé théng théng tin clia minh.

P& hudmg din co quan, t8 chire xéc dinh cac yéu clu co bin vé an todn vat Iy, Phy lyc A, tidu chudn
nay dua ra cac yéu cdu co ban v& an todn vat Iy cho hé théng thdng tin theo timg cdp @8. Co quan, td
chirc ¢ thd ap dung ad c6 phurong &n bio dam an toan vat Iy co ban cho hé théng théng tin elia minh.
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Céng nghé théng tin - Cac ky thuat an toan - Yéu cau co ban vé
an toan hé théng théng tin theo cap dé

Information technology - Security techniques - Basic requirements for securing information
system according to security levels

1 Pham vi 4p dyng
Tiéu chudn ndy quy dinh céc ydu ciu oo bdn v8 an toan hé théng théng tin theo cAp @9.

Yéu clu an toan co ban quy dinh trong tidu chudn ndy tap trung vao céc yéu ciu bdo dém an toan hé
théng thong tin. Cac yéu cAu khac vé an toan théng tin, khdng lién quan trec tiép dén bdo dam an toan
hé théng théng tin (vi dy: béo vé& thdng tin c& nhan, bdo vé tré em trén mang...) khéng thudc pham vi
cia Tidu chudn nay.

2 Tailigu vién dén

Céc 1al I8u vign dn sau 1a cAn thiét cho viéc ap dung tidu chudn nay. DI véi céc tai igu vién dn ghl
ndm cong bd thl &p dung bén dugc ndu. DI véi céc tal iéu vien din khong ghl ndm cang bd thi p
dyng phién ban mél nhét, bao gdm cd cac sira ddi (ndu cd).

ISO/EC 27001:2013 Information Technology — Security techniques — Information security management
system - Requirements (Cong nghé théng tin - Céc ky thuét an toan — H@ théng quén Iy an todn théng
tin ~ Céc yéu cdu)

SP 800-53 R4, Security and Privacy Contrals for Federal Information Systems and Organizations (8ign
phép kidm soét béo mét va riéng tur cho cée Hé théng thong tin lién bang v T8 chi).

3 Thuét ngl¥ va djnh nghia

Tidu chudn ndy s dung c4c thudt ngl va dinh nghia trong céc tigu chudn ISO/IEC 27001:2013, SP
800-53 R4 va céc thust ngly, dinh nghla sau:

3.1
An toan di¥ ll§u (data security)

Tép hop céc bién phap quan 1y va k¥ thudt nhdm bdo dém tinh bi mét, tinh nguyén ven va kha dyng
cda théng tin, d@ ligu khi leu trlr, xi7 ly, truy cp v trao 86i dir lidu qua mdi tredng mang.

3.2
An todn mang (network security)
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Tép hop cac bién phép quan Iy va ki thuat nhdm blo dam vie thiét I4p, quan ly, van hanh ha ting
mang (bao gm kénh két néi, thiét bl mang, thiét bj bao mat, thiét b] phy trg va céc thanh phin khac
néu c6) bdo d3m an toan.

3.3
An toan mang khéng ddy (wireless network security)

Tép hop céc bién phép quan Iy va k§ thuat nhim béo ddm viéc két néi, truy cép va trao ddi théng tin st
dung mang khéng day bao dam an toan.

34
An toan may chu (server security)

Tap hop cac bién phap quan I va k§ thuét nhdm bdo ddm an toan cho mdy chi trong qué trinh thiét
lap, quén ly, van hanh va g& bd,

3.5
An toan thong tin/An toan théng tin mang (Information security)

Sy bdo vé théng tin, hd thdng thdng tin trén mang tranh bi truy cp, sir dyng, tidt 10, gidn doan, sira Abi
hodc phé hoat tr&l phép nhdm béo ddm tinh nguyén ven, tinh bl mét va tinh kha dung ciia thdng tin.

36
An toan (rng dyng (application security)

Té&p hop céc bién phap quan Iy va k§ thust nhdm bdo ddm céc (ng dung, dich vy cung cép bdi hé
théng bao d&m an toan trong qué trinh thiét 1dp, quan 1y, van hanh.

.7
Chinh séch an toan thdng tin (information security policy}

Tép cdc quy dlnh, quy tc, quy trinh quan Iy, khal thac, van hanh va st dung hé théng thdng tin bdo
dam an toan théng tin.

3.8
Chéng thét thoét di ligu (data leak prevention)

Glal phép gilip co quan, t chibc bdo vé dir liéu quan trong clia minh tranh vide bj danh cdp, ro i hodic
khi dir liéu bj v8 y mét mét, that lac thi bén thi ba khdng thé khal thac di liéu d6 tréi phép.

3.e

Piém yéu an toan théng tin (information security vulnerability)

L& tén tai trén sén phlm phan cimg, phdn mém, dich vy holic hé théng trong qua trinh phat tridn, cai
d&t va thiét lap, co thé gay ra nguy co mét an todn cho hé théng théng tin khi bj tin téc khai thc.

10



TCVN 11930:2017
3.10
D{¥ ligu quan trong (important data)

Di ligu trong hé théng, duec co quan, td chire xéc djnh 1d quan trong, cAn dugc wu tién bdo vé. DI
liBu quan trong bao gdm, nhung khdng gidi han céc loal dir lidu chira céc théng tin sau: théng tin
nghigp vy, théng tin bl m@t nha nwrde, thang tin ridng va céc loal thdng tin quan trong khéc (ndu cb).

3.1
Dir phong néng (hot standby)

Khé ndng thay thé chirc néng cla thiét b khi xdy ra sy 8 ma khéng lam gidn doan hoat ddng ciis hé
théng.

312
Gidm sdt an todn h§ théng thdng tin (information system securily monitoring)

Hoat ddng lyra chon abi trong, cdng cy giém sét, thu thép, phan tich thang tin trang thél cla aél twong
giam sat, bdo cdo, canh béo hanh vi xAm pham an toan théng tin hodic ¢o kha néing gdy ra sy cb an
toan thong tin 41 voi hé théng thdng tin.

3.13
Giém s4t hé thdng théng tin (information system monitoring)

Bién phép giam sé, theo ddl trang thal hoat ddng clia hé théng a& phét hign, cdnh bao sém céc sy cb
c6 thé gay gién doan hogt ddng clia he théng va lam mét tinh kha dyng cia hé théng thang tin.

3.14
Hé thdng loc phdn mém ddc hal (malware filter system)

Tép hop phén cimg, phn mém dugc két ndl vao mang dé phét hign, ngéin chén, loc va théng ké phan
mém 688c hai

316
H¢ théng théng tin (Information system)

Tép hop phén cing, phiin m&m va co s& d ligu dwgc thiét 18p phyc vy myc dich tao 1ap, cung cép,
truydn dua, thu thap, x Iy, vy trr va trao 681 thang tin trén mang.

316
H$ théng théng tin cdp 4% 1 (Information system level 1)

Hé théng thdng tin ma khi bj pha hoal 88 lam t3n hal t&i quydn va lgi Ich hop phéap cla 18 chire, c4
nhé&n nhung khéng lam t8n hal té4 Igi ich cdng cfng, trét tir, an toan x@ hdl, qudc phong, an ninh quéc
gla.

1
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317
H¢ théng théng tin cip d 2 (information system level 2)

Hé théng théng tin ma khl bl ph# hogi 88 1am t8n hai nghiém trong 161 quydn va Igi ich hop phép cla t
chirc, ¢ nhan hodic |am t&n hai t&i lgi ich cdng cdng nhng khdng 1am tdn hal t&l trat ty, an toan x4
hdi, quéc phdng, an ninh quéc gla.

318
Hé théng théng tin cip &9 3 (Information system level 3)

Hé théng théng tin ma khi b pha hoai s8 Iam t8n hai nghiém trong 161 sdn xuét, lo leh cdng cdng va
frat ty, an todn x& hdi hoac 1am 13n hal té1 quéc phang, an ninh quéc gla.

319
Hé théng thdng tin cdp 46 4 (Information system level 4)

Hé théng théng tin ma khi bj pha hoal s& Iam tdn hai d3ic biét nghiém trong &1 lod [ch cdng cong va trit
tiz, an 10an x& hoi hodc lam tdn hai nghidm trong i quéce phang, an ninh quéc gla.

3.20
H§ théng thang tin cdp 48 5 (information system level 5)

Hé théng thong tin ma khi b] phé hogl s8 1am tn hal d%c bidt nghidm trong t&i qude phdng, an ninh
quéc gia.

321
Két nél mang an toan (secure network connection)

Viéc thiét 18p, str dyung céc glao thirc mang cb hd try céc tinh nang bdo méat (ma héa, xdc thirc) nhdm
bdo ddm viée trao ddi thdng tin qua mbi tnedrmg mang an tean. Vi du mdt sé glao thire: SSH, SSLTLS,
VPN ho#c céc giao thire trong dwrong khéc,

3.22
Nhat ky hé théng (system log)

Nhirng sy kién durgre hé théng ghl lai lién quan dén trang thai hoat ddng, si» cd, s\ kiégn an toan théng
tin va céc thong tin khéc lién quan dén hogt ddng cia hé thdng (ndu cb).

323
Phidn mém dadc hal (malware)

Phan mdm cé khd nlng gay ra hoat ddng khdng binh thudng cho mdt phdn hay toan bd hé théng
thdng tin hodic thye hién sao chép, sira ddi, x6a b tréi phép thdng tin Iy trd trong hé théng théng tin,

3.24

12
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Phdn mém phong chéng ma dgc (anti-malware software)
Phén mém c6 chirc néing phét hién, cénh béo va xi¥ Iy phdn mém ddc hal.
3.25
Phidn mém thué khodn (outsource software)

Phdn mém duoc phét tridn, nang cép, chinh sira theo cac yéu cAu riéng clia 18 chire hodc ngudi siv
dung nhim d4p (rng yéu cAu dic thu cla td chire,

.26
Phuwrong tign lwvu trir (media storage)

Céc thit b, phuong tién dugc st dung a8 lvu rly, sao chép, trac @bl théng tin gitba cac thiét bi, may
tinh mdt céch gidn tiép.

.27
Qudn ly til khodn d3c quydn (privileged identity management - PIM)

Bién phép quén Iy tap trung céc tal khodn cb quydn quan tri cao nhét (c6 ddy di céc quydn hé théng
cung cAp) trén hé théng.

3.28
Sy cb an toan théng tin/Sy cé (information security incident)

Vigc thdng tin, hé théng thang tin bj gay nguy hal, nh hudng i tinh bl mét, tinh nguyén ven hoic tinh
khd dung.

3.29
Thiét bj mang chinh (core network device)

Thiét bj géy glén doan hoat ddng clia toan b hé théng khi xdy ra sy 8. Vi dy: thiét bj chuyén mach
trung tam, thiét b dinh tuyén bién, twémg Ira trung 1am va céc thiét bj khac o6 chirc ndng va vij trl

twong ducong.

3.30

Tinh bao mt (confidentiality)

Tinh chét biio dam thdng tin khdng b tiét 16 va sir dung tréi phép.

3.31

Tinh khad dyng (availability)

‘Tinh chét bdo dam tinh sdn sang cida thdng tin khi cAn truy c4p va sir dyng theo véu cAu.
3.32

13
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Tinh nguyén ven (integrity)

Tinh chét bdo dam théng tin khdng b can thiép, sira ddi trél phép.

3.33

Ving mang blén (outside zone)

Viing mang duge thidt 18p dd cung cdp cdc két néi ha théng ra b8n ngoai Internet va cac mang khéc.
3.34

Ving DMZ (demilitarized zone)

Viing mang duge thiét lp d dit cac may chli cing cdng, cho phép truy cp trec tidp tir cAc mang bén
ngoal v& mang Internat.

3.38
Vang may chit ngi b (intemal server zone)

Ving mang dugc thidt 1p dd a4t cac mdy chi ndi bd, cung clp céc trng dung, dich vy phyc vy hoat
ddng ndi bd clia td chirc va cac hoat ddng khdc ma khéng cho phép truy cap trwe tiép tir céc mang bén
ngoal,

.36
Ving mang ndi bd (LAN - local area network)

Viing mang nay dwoe thidt 1&p dé cung clp két ndi mang cho céc méay tram va céc thiét bj ddu cudi va
céc thiét bj khac clia ngurdi sir dung vao hé théng.

3.37
Ving quén tri (management zone)

Viing mang dugre thiét 14p dé &t cAc méy chd, méy quan trj va cac thiét bj chuyén dung khac phyc wy
viéc quén I, van hanh va gidm sét hé théng.

.38
Ving quén tr] thiét b] hé théng {(device management zone)

Viing mang riéng cho céc dla chi quén trj clia céc thiét bi hé théng cho phép thiét Iap chinh sich chung
va quan ly tAp trung céc thit bj hé théng.

3.39
Viing méy chd cor s di¥ li§u (database server zone)

Viing mang duge thiét 1ap 08 a3t cdc méy chll co s& diF lidu. CAc méy chil trong viing nay dugrc trién
khal tAch biét véi cdc méy chii (g dung nhdm téng curdng céc bién kidm soét truy cép gilra céc ving
may chu khac v&i ving may chii ndy.
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3.40
Xac thye da nhan té (multi-factor authentication)

Phuong phép xéc thirc khdng chl dya vao mdt ma i két hop mét sé yéu 16 lian quan dén nguwdi ding,
bao gdm: nhirng thdng tin ma ngwd! ding biét (mét khdu, mé sé truy cip...), nhivng théng tin ma ngudl
ding s& hiru (chirng thur 88, thé thong minh...) hodic nhibng théng tin v& sinh tric hoc cla nguwdi ding
(vén tay, méng mét...).

4  Yéucdu co ban vd an toan hé théng thdng tin theo cip 46
Céc yéu cAu clia tirng cAp dd dugc chia 1am hai nhém: yéu chu quén Iy va yau cAu k thudt.

Yéu cdu quén ly dwa ra céc yéu ciu vé mat quan Iy nhdm quan Iy vide xay dyng, qudn Iy vin hanh va
g& bd hé théng théng tin bio ddm an toan. Céc yéu cAu quén Iy duoc chia thanh céc nhém yéu clu:
thiét i4p chinh séch an toan théng tin; t8 chirc bdo dam an toan théng tin; bdo dém ngudn nhan hyc;
quan ly thiét ké, xay dyng hé théng; quan N vén hanh hé théng.

Yéu chu ky thuét dua ra céc yau cAu v& mat kg thuat 08 bdo dam vidc thiét ké, xdy dyng va thibt 1ap he
thdng thong tin bdo d&m an toan. Céc yéu cAu ky thudt dupe chia thanh céc nhém yéu chu: bdo dém
an toan mang; bdo d&m an toan méy chd; bdo dam an todn (g dyng; bdo d&m an toan di ligu.

5§  Yéucldu co ban cho h@ théng théng tin cip a3 1
6.1  Yéucduquanly

8.1.1 Thiét [@p chinh s&ch an todn thdng tin

6.1.1.1 Chinh sich an toan théng tin

Xay dirng chiinh séch, quy trinh quén Iy, vén hanh hoat ddng binh thudng cla hg théng nhdm bdo d2m
tinh s&n séng clia hé théng trong qué trinh van hanh, khal théc.

5.1.1.2 Xy dyng va cdng bd
Chinh séch dugre t8 chire/bd phén dugc dy quyén thdng qua trude khi cdng b p dung.
5.1.1.3 R soét, sira adi

Dinh ky 03 né&m hodc khi c6 thay d8i chinh séch an toan théng tin kiém tra lai tinh phi hep va thyc hign
ra soat, cp nht, bd sung.

5.1.2 Té chirc bdo dam an todn théng tin

6.1.2.1 Dom vj chuiv&n tréch vd an toan théng tin

C6 cén bd cb tréch nhiém bdo dam an todn théng tin cho hé théng théng tin.

5.1.2.2 Phéi hop véi co quanitd chire cé thdm quydn

a) C6 dAu méi lién he, phél hop vél cée co quan, t8 chire o6 thdm quydn quan Iy vé an toan théng tin;
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b) C6 ahu mdi lién ha, phél herp vérl cée co quan, t8 chire trong cng tac hE trg didu phéi xi I sy ob an
toan théng tin.

51.3 Bdo didm ngudn nhan lyc
6.1.3.1 Tuyén dyng

Cén bd dugc tuydn dyng vao vj trf 1am v& an toan théng tin cb trinh d6, chuyén nganh phl hop véi vi trf
tuyén dyng.

5.1.3.2 Trong qué trinh lam vige

a) Cé quy dinh vé viée thyc hién ndl quy, quy ché bdo dam an toan théng tin cho ngudi sl dyung, can
bd quén i va van hanh hé théng;

b) Cé hinh thirc phb bién, tuyn truy&n nang cao nhan thirc vA an toan thang tin cho ngudi si dyng.
5.1.3.3 Chdm dit hoiic thay 48l cong vide

Cén bd chém dirt hodic thay dbi odng viéc phal thu hdl thé truy cap, théng tin dugc ey trén céc phrrong
tign Iwu trlk, cac trang thiét bj méay méc, phdn cirng, phin m&m va c4c tal sdn khac (néu cd) thudc s&
hiru ctia t& chire.

§.1.4 Quan Iy thiét ké, xay dyng h$ théng
6.1.4.1 Thiét ké an todn hé théng théng tin

a) Co tai ligu mo t& quy mo, pham vi va a8l tuomg sl dung, khal théc, quén Iy van hanh hé théng thong
tin;

b) C6 tai ligu mo ta thiét ké va cac thanh phdn cla hé théng théng tin.

5.1.4.2 Thir nghlém va nghi$m thu hé théng

Thyre hign kiém thi¥ hé théng treée khi dra vao van hanh, khai thac s& dyng.

6.1.6 Qudn ly van hanh h¢ théng

8.1.6.1 Quan Iy an todn mang

Xéy dyng va thye thi chinh séch, quy trinh quén Iy vén hanh hogt ddng binh thudmg ciia ha thng mang.
5§.1.5.2 Qudn Iy an todn may chi va (g dyng

Xay dieng va thyre thi chinh séch, quy trinh quén Iy, vén hainh hoat ddng binh thudng ca hé théng méy
chd va djeh wy.

8.1,6,3 Quin Iy an todn d lidu
Cé phuong én sao luru dy phdng théng tin, de liéu, cdu hinh hé théng.
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5.2  Yéu cdu k§ thuét
6.21 Bao dam an todn mang
5.2.1.1 Thiét ké h§ théng
a) Thiét ké céc viing mang trong hé théng theo chirc néing, bao gm 141 thidu céc viing mang:
- Ving mang ndi bd;
= Vling mang bilén;
- Ving DMZ.
b) Phwomg én thiét ké bdo ddm cac yéu clu sau:
- C6 phwong én quan ly truy cép, quén trj hé théng tir xa an toan;
- C6 phurong én qudn Iy truy cp gilra cac ving mang va phang chéng xam nhap.
5.2.1.2 KIdm soét truy cdp tir bén ngodl mgng

a) Thiét I§p hé thdng chi cho phép str dung cac két ndi mang an todn khi truy céip thong tin ndi bd hodc
quan tri hé théng tir cdc mang bén ngoai v mang Intemet;

b) Kiém sodt truy c@p tir ban ngoal vao hé théng theo ting dich vy, (rng dyung cu thé; chiin tt ca truy
cép tol cac dich vy, rng dung méa hé théng khéng cung clp hodic khdng cho phép truy cép tir bén
ngoal.

6.2.1.3 Nhit ki h§ théng

Thiét 18p chirc nding ghi, vy trr nhat ky hé thdng trén céc thiét bj mang chinh.
§.2.1.4 Phdng chéng xAm nhip

a) C6 phuong én phdng chéng xam nhép a8 bio vé ving DMZ;

b) Pinh Ky cép nhét cor s& dCr lidu dhu higu phét hién tn cdng mang (Signatures).
5.2.1.5 Bio v§ thiét bj hé théng

a) CAu hinh chirc néing xac thye trén cac thiét bj hd thdng (ndu hd trg) 88 xac thuc ngudi ding khi
quan trj thiét b tnec tiép hodic tir xa;

b) Thiét lap céu hinh chi cho phép sir dung céc két ndi mang an toan (néu hd trg) khi truy cp, quan tr
thiét bj tir xa.

5.2.2 Bdo ddm an todn may chd
§.2.2,1 Xéc thyee

a) Thiét 14p chinh séch xac thire trén méy chi 88 xéc thyre ngudi diing khi truy cép, qudn Iy va st dyng
mady chi;
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b) Thay d8i cac tai khoan méc dinh trén hé thdng hodc vé hidu héa (néu khdng sir dung);

¢) Thiét 1ap chu hinh méy chil 88 d3m béo an todn mét khdu ngurdi sy dyng, bao gdm céc yéu clu sau:
- Yéu cAu thay a8i mat khdu méc dinh;

- Thiét lap quy tic dat mat khdu vé sb ky ty, loal ky tu.

8.2.2.2 Kidém soét truy cdp

Thiét 14p h@ théng chi cho phép si¥ dung cac két néi mang an toan khi truy cép, quan trf méy chi tir xa.
6.2.2.3 Nhit ky hé théng

a) Ghi nhét ky hé thdng bao gdm nhirng thdng tin co ban sau;

- Théng tin két ndi mang té&1 méy chi (Firewall log);

- Théng tin dang nh&p vao mdy chi;

b) Bdng b thivi gian gitra may chi véi méay chil thér gtan,

6.2.2.4 Phang chéng xam nhip

a) Loai bé céc tai khoan khong sl dung, cAc tai khoan khong cdn hep 1é trén may chi;

b) Sir dung twdmg Iira clia hé didu hanh va hé thdng dé cAm céc truy cdp tréi phép t&1 may chi.
6.2.2.6 Phdng chéng phin mdm doc hal

Cai a&t phin mé&m phéng chéng ma ddc (hodic cb phureng én khéc tuong duong) va thiét 1ap ché db tu
aéng cap nhét co s& di lidu cho phan mém.

6.2.3 Bdo dam an toan ¥ng dyng

6.2.3.1 Xdc thire

a) Thiét I&p céu hinh (rng dung a8 xé4c thyre ngudi siy dyng khitruy cap, quén tri, cdu hinh (ng dyng;
b) Luru trik c6 m@ héa thdng tin xéc thyre hé théng;

c) Thiét 14p cdu hinh g dung d& ddm bdo an toan mat khdu ngudi sir dyng, bao gbm céc yéu cAu
sau;

- Yéu chu thay @i mét khdu méc dinh;
- Thiét ap quy tic a&t mét khéu va 88 ky ty, logi ky ty.
5.2.3.2 Kiém soit truy cdp

a) Thiét 14p hé théng chi cho phép sir dung céc két ndl mang an toan khi truy cap, quan trj img dyng tir
xa;

b) Thidt 1gp gici han thef gian ché (timeout) a& ddng phién két ndi khi g dung khdng nhén duge yéu
cdu tir ngudi dung.

18



TCVN 11930:2017
5.2.3.3 Nhit ki hé thdng
Ghi nht ky hé théng bao gdm nhimg théng tin co ban sau:
- Thédng tin truy c@p img dyng;
- Thédng tin d&ng nhép khi quén frj ing dung.
6.24 Bao ddm an toan d@ l1u
8.24.1 Sao lwu dy phong
Thye hign sao luu dy phdng céc théng tin, d liéu quan trong trén ha théng.
8  Yéu cdu co ban cho h théng théng tin cip 43 2
8.1  Yéucduquanly
6.1.1 Thiét Iip chinh séch an toan théng tin
6.1.1.1 Chinh séch an toan théng tin
Xay dyng chinh séch an toan thang tin, bac gdm:
- Quan ly an todn mang:
- Quan Iy an toan méy chi va (ng dyng;
- Quén Iy an toan de lléu;
- Quén Iy an ton ngudi slr dyng dau cubi.
6.1.1.2 Xay dung va cong bb
Chinh séch duge t6 chire/b phéin duge by quyén thong qua tredre khi cong bé ép dung;
6.1.1.3 R4 soét, sira adi

Binh ky 03 ndm hodic khi o4 thay d&i chinh sach an toan théng tin kidm tra lal tinh phi hgrp va thipe hién
ra soét, cip nhat, bd sung.

8.1.2 T4 chirc bio dim an toan théng tin

6.1.2.1 Don v] chuyén tréch vé an todn théng tin

Cé bd phén o6 trach nhi¢m bado ddm an toan théng tin cho td chirc.

8.1.2.2 Phél hop v6l co quanttd chirc c6 thim quydn

a) C6 dau méi lidn hd, phéi hop véi cac co quan, 18 chirc o6 thdm quydn quén Iy v& an toan théng tin;

b) C6 d&u méi lién h@, phél hop vér cac co quan, 18 chire trong cdng tac h tro @du phéi xir Iy sy ob an
todn thdng tin;

c) Tham gia céc hogt ddng, cdng tac bdo @dm an toan thdng tin khi c6 yéu cdu clia td chirc cé thdm
quyén.
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8.1.3 Béo dim ngudn nhin lyc
8.1.3.1 Tuydn dyng

Cén bd duge tuyén dyng viio v} trf [am vé& an toan thdng tin cé trinh 6, chuyén nganh phu hep véi vi tri
tuyén dyng.
6.1.3.2 Trong qua trinh lam viéc

a) C6 quy dinh v& viéc thuc hién ndi quy, quy ché bio ddm an toan thong tin cho ngudi sir dung, cén
bd quan Iy va vAn hanh hé théng;

b) C6 ké hoach va dinh ky hang nam 14 chirc phd bién, tuyén truydn nang cao nhén thic vé an toan
thdng tin cho ngudi sl dung.

6.1.3.3 Chdm dirt hojic thay d8i cong vige

a) Can bd chdm dirt holic thay db! céng viéc phéi thu hdi thé truy cap, thong tin duge lru trén céc
phirang tién luu trlr, c4c trang thiét bj may mée, phdn eirng, phin mém va céc tai sn khéc (néu cb)
thude s& hiru clia t& chirg;

b) Cé quy trinh va thye hidn v hidu hoa tit cA cdc quydn ra, vio, truy cip 13l nguyén, quén trj hé théng
sau khi can b thbi viéc.

6.1.4 Quan Iy thiét ké, xdy dyng hé théng

6.1.4.1 Thift ké an todn h§ théng thong tin

a) Cb tai liéu md t3 quy md, pham vi va dbi tuong sir dung, khai théc, quén Iy van hanh hé théng théng
tin;

b) C tai ligu mé ta thiét ké va cac thanh phén cda hd théng théng tin;

¢) C4 1ai lidu mb ta phirong &n bdo d3m an todn thong tin theo cp d4;

d) Co tai liéqu md ta phwong 4n ra chon gidi phap cdng nghé bdo dam an todn thdng tin;

d) Khi cb thay 48l thiét k&, dénh gié lgi tinh phi hgp clia phuong an thiét ké aél véi céc yéu chu an
toén dét ra b véi hé théng.

6.1.4.2 Phét tridn phdn mé&m thué khoan

a) C6 bién ban, hop ddng va cac cam két bl véi bén thué khodén cac ndi dung lién quan dén viéc phat
trién phan mé&m thué khodn;

‘b) Yéu clu céc nha phét tridn cung cAp ma ngudn phin mém.

6.1.4.3 Thir nghiém va nghidm thu hd théng

a) Thige hign kidm thir hé théng trirére khi drra vdo vén hanh, khai thac sir dyng;
b) C6 ndi dung, ké hoach, quy trinh thir nghiém va nghiém thu hé théng;’
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c) C6 bd phén cb trdch nhiém thyc hign thir nghiém va nghiém thu hé théng.
8.4.8 Quin Iy v§n hanh h§ théng
6.1.5.1 Quén ly an todn mang
Chinh séch, quy trinh quan Iy an toan mang bao gdm:
a) Quén ly, vdn hanh hoat ddng binh thudmg cia hé théng;

b) Cép nhét; sao luu dv phdng céc tép tin cAu hinh hé théng va khdi phyc hé théng sau khi xdy ra sy
cb;

c) Truy cép va quén ly cdu hinh hé théng.

6.1.6.2 Quan Iy an toan mdy chd va ing dyung

Chinh séch, quy trinh qudn Iy an toan méay chl va ¢ng dyng bao gdm:

a) Quan Iy, van hanh hoat ddng binh thudng ca hé théng may chil va dich wy;
b) Truy cép mang clia may chi;

¢) Truy cép va quén trj méy chi va &ng dung;

d) Cap nhét; sao luru dy phong va khél phyc sau khi xdy ra sy cb.

6.1.5.3 Quan ly an toan dir lIu

Chinh séch, quy trinh quén ly an toan dir lidu bao gbdm:

a) Chinh séch, quy trinh dy phéng va khdi phyc di ligu;

b) Binh ky hodc khi cé thay d8i cu hinh trén hé théng thize hién quy trinh sao Iuu dip phdng: tap tin clu
hinh hé théng, ban dy phdng hé didu hanh may chil, co & dir liéu; d iéu, thdng tin nghiép wy.

6.1.6.4 Quan Iy sy cb an todn thdng tin

Chinh séch, quy trinh quan Iy sy ¢ an todn thdng tin bao gdm:

a) Phan nhém sy cd an toan théng tin mang;

b) Phurong &n tiép nhén, phat hién, phan loai va xir Iy ban du sir cé an todn thdng tin mang;
¢) K& hoach trng phé sy cb an toan thong tin mang;

d) Giam s4t, phét hién va cdnh béo si cb an toan théng tin;

d) Quy trinh (ng cru sy ¢ an toan thdng tin mang théng thudng;

e) Quy trinh 'ng ciu sy cb an toan thong tin mang nghiém trong;

g) Co ché phéi hgp véi co quan chirc néing, cic nhém chuyén gla, bén cung cép dich vy hi trg trong
viéc xiz 1y, khac phyc sy ¢b an toan théng tin.
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6.1.5.5 Quan Iy an toan nguwdi str dyng adu cudl

Chinh sach, quy trinh quan Iy an todn ngudi s dyng d4u cudi bao gdm:

a) Quén Iy truy cép, sir dung tal nguyén ndl bé;

b) Quén ly truy céip mang va tal nguyén trén Internet.

6.2 Yéu clu k§ thuat

6.2.1 Bio didm an todn mang

6.2.1.1 Thiét ké hé théng

a) Thiét ké cac viing mang trong hé théng theo chirc néing, bao gdm téi thidu cac viing mang:
- Viing mang ndi bg;

= Viing mang bién;

- Viing DMZ;

- Viing may chi n{i bg;

- Viing mang khdng day (néu cb) tach riéng, adc I8p véi cac viing mang khéc.

b) Phuong én thiét ké bdo dém céc yéu chu sau:

- C6 phuwong &n quén Iy truy cép, quén tri hé théng tir xa an toan;

- C6 phrong &n quan Iy truy cép glta c4c viing mang vé phdng chéng xAm nhap;
- C4 phirong én dy phdng cho céc thiét bj mang chinh.

8.2.1.2 Kldm soit truy cép tir bén ngodl mang

a) Thiét 12p hé théng chi cho phép sir dung céc két ndi mang an toan khi truy cép théng tin ndi bd hogic

qudn trj hé théng tir céc mang bén ngodl va mang Interet;

b) Kiém sodt truy cép tir b@n ngoal vao hé théng theo tirmg dich wy, (ng dyng cy thé; chan t4t ca truy
clp t&l céc dich vy, (g dung ma hé théng khdng cung cép hodc khdng cho phép truy cap tir bén

ngoai;

©) Thiét I8p gi¢i han thei gian chér (timeout) dé& dong phién két néi khi hé théng khdng nhan duwec yéu

clu tir ngudi ding.

8.2.1.3 Kidm so4t truy cip tir bén trong mang

Chi cho phép truy cép céc tmg dyung, dich vy b&n ngodai theo yéu cu nghiép vy, chin cac dich vy khéc

khéng phyc vy hoat ddng nghiép vy theo chinh séch clia 4 chirc.
6.2.1.4 Nht ky h¢ théng
a) Thiét 1&p chirc néng ghl, lru el nhat ky hé thdng trén céc thiét bj hd thdng (néu cb);
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b) St dung méy chl thv glan 88 dbng bd ther glan gilra céc thiét b] mang, thiét bj dAu cubl va céc
thanh phiin khéc trong hé théng tham gia hogt ddng gism sét.

8.2.1.8 Phong chéng xam nhip

a) C6 phurong én phong chdng x8m nhép 48 béo vé viing DMZ va ving méy chi ndi bd;
b) Binh k¥ cdp nhét co s& d lidu ddu hiéu phat hién tn cbng mang (Signatures).
8.2,1.6 Bio v§ thiét bj hd théng

a) Céu hinh chirc nang xac thyc trén cac thiét bj hé théng (néu hd trg) 88 xac thyc ngudl ding khi
quén tri thibt bj tryc tiép hodic tir xe;

b) Thiét 14p cAu hinh chi cho phép sir dung céc két néi mang an toan (ndu hd trg) khi truy efip, quén tr
thiét bj tir xa;

¢) Céu hinh thiét bj (néu hd trg) chi cho phép han ché céc dia chl mang cb thd két ndi, qudn trj thiét b
tir xa.

6.2.2 Baio ddm an toan mdy chi
6.2.2.1 Xéc thye

a) Thiét I4p chinh sdch xéc thyc trén may chi a8 xéc thye ngudi ding khi truy cép, quén I va s& dung
méy chi;

b) Thay d8i céc tai khodn méc dinh trén hé théng hodic vd hiéu héa (néu khdng slr dung);

¢) Thiét 1p céu hinh may chii d& d3m bao an toan mét khAu ngudi st dung, bao gdm céc yéu clu sau:
- Yéu ciu thay d8i méat khlu miic dinh;

- Thiét 1&p quy tic &t mét khdu vé& sd ky tyr, loai ky tv;

- Thiét 13p theri gian yéu clu thay ddi mat khdu;

- Thiét 1&p thovi glan mét khdu hop 18,

6.2.2.2 Kidém soét truy cdp

a) Thiét 18p hé théng chl cho phép sir dyng céc két ndi mang an toan khi truy cép, quan trj méy ¢hi tly
xa;

b) Thiét 1ap gidi han théi gian chér (timeout) 38 dong phién két néi khi may chid khéng nhdn duge yéu
cAu tlr ngudri diing.

6.2.2.3 Nhjt ky h@ théng
a) Ghi nhat kj hé théng bao gdm nhng thdng tin co bén sau:
- Théng tin két ndl mang té1 méy chi (Firewall log);

- Thong tin déng nhép vao may chi;
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- L8i phét sinh trong qué trinh hoat ddng;

- Théng tin thay d8i cdu hinh may chd;

- Thong tin truy cép dir lidéu va dich vy quan trong trén mdy ¢hd (néu cb).

b) Bdng bd thavl glan gitra méy chi véi mdy chi théd glan;

c) Liru nhat ky hé théng trong khodng theri gian b1 thidu 13 01 thang.

8.2.2.4 Phéng chéng xam nhip

a) Loai bd cac tal khodn khéng st dung, céc tal khodn khéng con hop 18 trén méay chu;

b) S dyng twong Itra cla hé didu hanh va hé théng A& chm céc truy cp tréi phép toi may chi;
¢) V6 hidu héa cac giao thire mang khong an toan, cac dich vy hé théng khdng st dung:

d) Cé phurong 4n cfp nhét ban va, x(r Iy didm yéu an todn thdng tin cho hé didu hanh va céc dich v hé
théng trén méy chi.

6.2.2.6 Phéng chéng phin mdm déc hai

a) Cai dxt phan mé&m phong chdng mé& ddc (hodic cd phrong &n khac tuong duong) va thiét (ap ché 46
ty ddng cép nhat co & d(r lidu cho phdn mdm;

b) C6 phurong én kidm tra, dd quét, x& iy phAn mém ddc hal cho céc phdn mém tnrdc khi cal dat.
6.2.2.6 Xir Iy méay chd khi chuyén giao

Cé phuong &n xéa sach thdng tin, dir i8u trén méy chi khi chuyén giao hodic thay ddi myc dich si»
dung.

6.2.3 Bdo didm an todn eng dyng

8.2.3.1 Xéc thye

a) Thiét iap cAu hinh (ng dyng 4 xéc thyc ngud sir dyng khi truy ¢4p, quén tr, cu hinh (ng dung;
b) Luru tr(r ¢6 m& héa théng tin xdc thye hé théng;

c) Thiét 14p cAu hinh Umg dyng @4 ddm bdo an todn mét khdu ngudl s dyung, bao gdm cac véu cAu
sau;

- Y8u ciu thay ddi mét khdu méc djnh;

- Thiét 1ap quy tic dat mat khdu vd sé ky e, loal ky ty;

- Thiét 1ap thdl glan yéu cu thay 88i mét khéu;

- Thiét I4p thei glan mét khdu hop &,

d) Han ché sd 1An d&ng nhép sal trong khodng thér gian nhét dinh véi tal khodn nhét djnh.
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8.2.3.2 Kiém soét truy cip

a) Thiét 1ap hé théng chl cho phép sl dung céc két néi meng an toan khi truy cap, qudn trj (eng dyng tir
xa,

b) Thiét Iap gidi han thoi glan chér (timeout) 8 dbng phién két nél khl (rng dyng khéng nhén dugc yéu
cu tir ngudi ding;

c) Gigi han dia chi mang qudn tri dwge phép truy cép, quan trj &ng dung i xa.
6.2.3.3 Nhit ky h$ théng

a) Ghi nhéat ky hé théng bao gm nhlng théng tin oo bén sau:

- Théng tin truy céip (ing dyng;

~ Théng tin d&ng nhép khi quan tr (rng dyng;

- Théng tin céc I15i phét sinh trong qua trinh hoat ddng;

- Thong tin thay ddi cdu hinh (ng dung;

b) Liru nhét ky hé thdng trong khodng théi gian t&i thidu 1& 01 thang.

6.2.3.4 An toan trng dyng va mi ngudn

C6 chirc nang kiém tra tinh hop 18 clia thdng tin, di liéu ddu vao tredre khi x Iy.
6.2.4 Bio dam an tokn dir Iidu

6.2.4.1 Bdo mit di¥ liju

Luwu trr c6 mé héa céc théng tin, i lléu (khdng phai 1a théng tin, di¥ lidu c8ng khal) trén hé théng luu
tri/phuong tién leu trir.

6.2.4.2 Sao lwu dy phong

Thye hién sao leu dir phdng céc thong tin, dir liéu co ban sau: t3p tin cAu hinh h$ théng, ban dyv phong
hé didu hanh may chd, co s& dir lidy; dir lidu, théng tin nghidp vy.

7  Yéu cdu co bidn cho h@ théng thdng tin cdp 46 3
74 Yéucluquanly

7.4 Thiét 13p chinh séch an toan thdng tin

7.1.1.1 Chinh séch an toan thdng tin

Xay dyng chinh séch an-toan théng tin, bao gém:

a) Xac dinh cac muye tidu, nguydn tic bao ddm an ton thdng tin;

b) Xéc dinh tréch nhiém cla don vi chuy&n trdch v& an todn thong tin, cac cén b lam vé& an toan théng
tin va céc @5 tugng thudc pham vi didu chinh cla chinh sach an toan thang tin;
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c) Xéc dinh pham vi chinh séch an toan thng tin bao gdm:
- Pham vi quén Iy vé vat ty va logic clia 18 chire;

- C4c tng dung, dich vy hé théng cung cép;

- Ngudn nhén lyc bo ddm an toan théng tin.

d) X&y dyng chinh sach an to&n théng tin bao gdm:

- Quén ly an toan mang;

- Quén ly an toAn may chi va (*ng dyng;

- Quén ly an toan do lidu;

- Quén Iy an toan thiét bj dAu cudl;

- Quan ly phong chéng phan mém déc hal;

- Quén ly diém y8u an toan thdng tin;

- Quan Iy gidm sét an toan hé thdng thang tin;

- Quan ly an toan ngudl st dung dAu cudi.

7.1.1.2 X4y dyng va céng bd

a) Chinh séch duge td chira/bd phén dugc Oy quydn théng qua triréc khi cdng bé &p dung:
b) Chinh séch duec cdng bé trudre khi dp dyng.

7.1.1.3 Ra soét, sira adi

Binh ky 02 nam hodic khi c6 thay dd1 chinh séch an toan thdng tin kidm tra lai tinh phii hep va thye hign
ra soat, cép nhét, bd sung.

7.1.2 Té chirc bio d3m an toan théng tin
7.1.2.1 Pon v| chuyén trdch vb an toan théng tin
a) Thénh i8p hodic chl djnh don vi/bd phan chuysn trach v& an toan théng tin trong t& chire:

b) Phan dinh val trd, tréch nhigm, co ché phéi hep clia céc bé phan, can bd trong don vi chuyén tréach
v& an toan théng tin.

7.1.2.2 Phéi hop véi nhiimg co quan/td chive cé thdm quydn
a) C4 déu méi lién hé, phdl hgp vél céc co quan, 1 chire c6 thim quydn quén Iy v& an toan théng tin:

b) C6 dau méi lign hé, phéi hop véi céc co quan, 18 chire trong c8ng tac hd tro didu phéi xi¥ Iy sy ob an
toan théng tin;

¢) Tham gia cac hoat ddng, cdng t4c bdo ddm an todin théng tin khi c6 yéu cdu clia 1§ chirc ¢6 thdm
quyén,
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74.3 Béo ddm ngudn nhin Iye
7.1.3.1 Tuydn dyng

a) Cén bd duec tuydn dung vao v| tri lam vA an toan théng tin ¢4 trinh 89, chuyén nganh va finh virc
cdng nghé théng tin, an toan thdng tin, phit hgp véi vi tr tuydn dyng;

b) C6 quy dinh, quy trinh tuy8n dung cén b va didu kién tydn dung can bb.
7.1.3.2 Trong qua trinh lam vigc

a) C6 quy dinh vd viéc thyre hign ndl quy, quy ché bdo ddm an toan théng tin cho ngudi st dung, cén
bd quan Iy va van hanh hé théng;

b) C6 ké hoach va dinh ky hang n&m 16 chirc phd bién, tuyén truydn nang cao nhén thirc v& an toan
thdng tin cho nguwdi st dung;

c) Binh ky hang néim, td chirc a0 tao céc k§ nding co ban vé an toan thang tin cho ngudi st dung.
7.1.3.3 Chdm d(#t hodic thay a1 edng vige

a) Cén bd chdm dlt hodc thay adi cong viéc phdi thu hdi thé truy cdp, théng fin durge lvu trén cic
phuong tién luu trr, cAc trang thibt bl may méc, phin clrng, phin m&m va céc tal sdn khac (ndu c6)
thudc s& hiru cda td chire;

b) C6 quy trinh va thyre hién vo hiéu héa tht ca céc quydn ra, vao, truy c8p tal nguyén, quan trj hé théng
sau khi can b thél vide,

¢) C6 cam két giCr bl mét thdng tin lién quan dén td chirc sau khi nghl vidc.
7.1.4 Quan ly thiét ké, xdy dyng h¢ théng
7.1.4.1 Thiét ké an toan h théng thdng tin

a) C4 tal liéu md ta quy md, pham vi va déi tugng sir dyng, khai théc, quan Iy van hanh hé théng thdng
tin;

b) C& tal liu md ta thidt ké va cdc thanh phin clia hé thdng théng tin:
¢) C6 tai ligu md 14 phwrong én béo ddm an toan théng tin theo chp d4;
d) Co tai ligu md ta phurong 4n Iira chon gial phap cdng nghé bdo ddm an toan thdng tin;

d) Khi cé thay adi thiét ké, danh gia lai tinh phi hep cla phuong én thiét k& 381 vél céc yéu clu an
toan dat ra a8l v&i hé théng.

7.1.4.2 Phét tridn phdn mém thué khoén

a) C6 bién bén, hop adng va céc cam két A4l véi bén thué khoan céc ndl dung lién quan dén vidc phét
trién phan mdm thud khoén;

b) Yéu chu cac nha phét tridn cung cdp ma ngudn phin mém;
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¢) Kidm thir phlin m&m trén moi trirérng thir nghiém trrdre khi dura véo sir dyng;
d) Kidm tra, danh gié an toan théng tin, tnrére khi dua vao sl dung.

7.1.4.3 Thir nghiém va nghiém thu h¢ théng

a) Thire hién kidm thi ha thdng trerdre khi dura vao véin hanh, khai thac sir dyng;
b) Cé ndl dung, ké hoach, quy trinh thir nghiém va nghiém thu hé théng;

¢) C6 bd phén cb trach nhiém thy hién thir nghiém va nghlém thu hé théng;

d) C6 don v] ddc lap (bén thir ba) hodc bd phan ddc 1ap thude don v] thye hién tr vén va gidm sat qua
trinh thir nghiém va nghiém thu hé théng;

d) Cé béo céo nghiém thu dwgc x4c nhén clia bd phéan chuyén trach va phé duydt cla chd quén hé
théng théng tin trerée khi dwa vae sir dyng.

7.1.8 Quin ly vin hinh h$ théng

7.1.6.1 Quén ly an todn mang

Chinh séch, quy trinh quén ly an toAn mang bao gbm:

a) Quan ly, v&n hanh hoat ddng binh thudng cia hé théng;

b) CAp nhat, sac luu dir phdng va khéi phyc hé théng sau khi xay ra sy cb;
c) Truy c&p va quan ly chu hinh hé théng;

d) C&u hinh t81 wu, ting curdng bao mét cho thiét bj hé théng (cirng héa) trwée khi dwra vao van hanh,
khai thac.

7.4.6.2 Quan ly an todn may chil va (ng dyng

Chinh séch, quy trinh quan Iy an todn méy chii va (mg dung bao gdm:

a) Quén ly, van hanh hoat 80ng binh thudmg cla hé thdng méay chi va djch vy

b) Truy cép mang cGia méy chi;

¢) Truy clp va quén tri may chi va Gng dyng;

d) Cap nhét, sao \wu dir phdng va khdi phuc sau khi xdy ra sy cb;

d) Cal dit, g& bd hé didu hanh, dich vy, phin mém trén hé théng may chil va irng dyng;
e) Két ndi va g& bd hé théng méy chii va dich vy khdi hé théng;

g) Céu hinh ti wu va ting cudng bio mét (cirng héa) cho hé thdng may chi trwdc khi dira vao vén
hanh, khai thac,

7.1.5.2 Quan ly an toan dir ldu
Chinh séch, quy irinh quén ¥ an toan di lidu bao gdm:
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a) X&y dyng va thyre thi chinh sach, quy trinh duw phdng vé khéi phuce dir lidu;

¢) Dinh kY ho#ic khi cb thay ddi cdu hinh trén hé théng thyc hién quy trinh sao luu di phéng: t4p tin cdu
hinh hé théng, ban dy phdng hé didu hanh méy chll, co s& d lidu; d 118y, théng tin nghiép wy.

7.1.6.4 Quén Iy an toan thiét b| adu cudl

Chinh séch, quy trinh quédn Iy thiét b diu cudi bao gdm:

a) Quén ¥, van hanh hoat ddng binh thudng cho thiét bj dau cudi;
b) Két ndi, truy clp va si¥ dyng thiét bj diu cudi tir xa;

c) Cal dt, két ndi va g& bd thiét bj ddu cubl trong hé théng.
7.1.5.5 Quin Iy phong chéng phin mdm doc hal

Chinh séch, quy trinh quén ly phdn mém d6c hai bao gdm:

a) Cal ait, cap nhat, s(r dung phén mém phong chéng mé ddc; db quét, kiém tra phdn mém déc hal
trén méy tinh, méy chii va thiét b] di 8dng;

b) Cal ¢4t st dyng phan m&m trén mdy tinh, thiét b] di ddng va vidc truy clp céc trang théng tin trén
mang; ,
¢) Gt nhén tap tin qua méi trurdrng mang va céc phurong tién lwu trir di Gong;

d) Dinh ky thye hién kidm tra va dd quét phlin mém ddc hal trdn toan bd hé théng: Thuc hidn kiém tra
vé x ly phan mé&m adc hal khi phét hién déu hidu hodic cénh béo vé& ddu hidu phin mém 3¢ hal xuét
hién trén hé théng.

7.1.5.6 Quan I gidm s4t an toan h$ théng théng tin
Chinh séch, quy trinh quén Iy giém 84t an toan hé théng théng tin bao gém:
&) Quén Iy, v&n hanh hoat ddng binh thuéng clia hé théng giam sét;

b) D4l trong gidm sat bao gm: thiét bl hé théng, méy chil, (rng dung, dich vu va céc thanh phan khéc
trong hé théng (néu cb);

¢) Két ndi va givi nhét ky hé théng tir abi tugng gidm sét vd hé théng glaém sét;
d) Truy cép véa quén trj hé théng gidm sét;

d) Loal thong tin cin dugc giam sét;

@) Lwu tr(r va bdo vé thdng lin giam sét (nhat ky hé thdng);

g) ©8ng b th&i gian gilra hé thdng glam sat va thiét bi duwec giam sat;

h) Theo d&i, gidm sat va cdnh béo sy cf phét hign durgce trén hé théng thdng tin.
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7.1.6.7 Quan 1ty diém yéu an todn théng tin
Chinh séch, quy trinh quan Iy diém yéu an todn théng tin bao gdm:

a) Quén Iy thdng tin cée thanh phan ob trong hé théng ¢é kha ndng tdn tal &idm yéu an toan théng tin:
thiét bj hé thdng, hé didu hanh, méy chd, (g dyng, dich vy va céc thanh phan khéc (néu cb);

b) Quén Iy, c4p nht ngudn cung cp diém yéu an toan thdng tin; phin nhém va mirc 46 cla didm yéu
cho céc thanh phén trong hé thdng a8 xédc dinh;

¢) Cor ché phéi herp véi céc nhém chuyén gia, bén cung cdp dich vy hd trg trong viée xir ty, khic phuc
diém yéu an toan thang tin;

d) Kidm tra, dénh gi4 va xir Iy diém yéu an toain thdng tin cho thiét b| ha théng, may chi, dich vy tredre
khi dua véo sir dung;

d) Binh ky kidm tra, danh gié diém yéu an toan thdng tin cho toan bd hé théng théng tin; Thyrc hién quy
trinh kidm tra, danh gié, xr ly diém yéu an toan théng tin khi c6 théng tin ho@ic nhan dwgc canh bao vé
didém yéu an toan théng tin d8l vé&i thanh phin cy thé trong hé théng.

7.1.6.8 Quan Iy sy cb an toan thang tin

Chinh sach, quy trinh quan Iy sz ¢d an toan théng tin bao gdm:

&) Phan nhém sir cd an todn théng tin mang;

b) Phurong 4n tiép nhan, phét hién, phan loai va xUr I ban dAu sy ¢4 an toan thdng tin mang;
c) k& hoach (rng phé sy cb an 1oan théng tin meng:

d) Gidm sat, phét hién va cénh béo si o an toan théng tin;

d) Quy trinh (rng ciru stz cb an toan thdng tin mang thdng thirdmg;

@) Quy trinh (mg clru si2 cb an todn thdng tin mang nghiém trong;

g) Co chéd phéi hop vl oo quan chire néng, céc nhém chuyén gia, bén cung cip dich vy hd try trong
viée xi¥ Iy, khic phuc sir cb an toan théng tin;

h) Binh ky 8 chirc didin tap phuwong én x¥ Iy si ¢b an toan thang tin.
7.1.5.9 Quan Iy an toan ngurdi sir dyng ddu cudi

Chinh séch, quy trinh quén Iy an toan ngudi sir dyng dAu cudl bao gdm:
a) Quén  truy c@p, sir dung 13l nguyan ndi bd;

b) Quan 1 truy cAp mang va tai nguyén irén Internet;

¢) Cai a3t va sir dung méy tinh an toan.
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7.2 Yéu chu kff thust

7.21 Bado dam an todn mang

7.2.1.1 Thiét ké h$ théng

a) Thiét ké cac viing mang trong hé thdng theo chirc néing, cac viing mang téi thidu bao gdm:
- Viing mang ndi bg;

- Viing mang bién;

- Vilng DMZ:

- Ving may chii ndi bd;

- Viing mang khdng dy (ndu cd) tach riéng, ddc 14p vél c4e viing mang khac;

- Ving mang méy chi co sé di liéu;

- Ving quén trj;

b) Phuong én thiét ké bdo ddm céc yéu clu sau:

- C6 phuong an quan ly truy cap, quén trl hé théng tir xa an toan;

- C6 phwong én quén Iy truy cp gilra céc ving mang va phéng chéng x&m nhép;
- C6 phuwong &n can bAng tal va diy phdng ndng cho céc thiét b] mang chinh;

- C6 phuong én bdo dém an toan cho médy chi co s& di ligu;

- C6 phirong én chiin loc phdin mém ddc hai trén mai trrdmg mang;

- Cé phuong &n phdng chéng tin cdng tir chéi dich vy;

- Co phwong &n giam sét hé théng thdng tin 18p trung;

- C6 phwrang #n giém sét an toan ha théng thang tin tap trung;

- Cé phuong én quén ly sao luu dy phdng tép frung;

- C4 phurong én quén Iy phin mém phong chéng ma dc trén cac may chiVmdy tinh nguri ding tap
trung;

- Cé phuong &n phong, chéng thét thoat dir lidu;

- C6 phwong &n dy phang két nél mang Intemnet cho cédc may chil dich vy

- C6 phuong &n bdo dédm an toan cho mang khéng day (néu ¢d).

7.2.1.2 Kiém soét truy cdp tir bén ngodi mang

a) Thiét ip hé théng chi cho phép si¥ dyng cac két ndi mang an todn khi truy cp théng tin ndi bd hodc
quan trj hé théng tir cdc mang bén ngodi va mang Intemet;
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b) Kidm sodt truy cép tir bén ngodi véao hd théng theo timg dich vy, Img dyng cy thé; chin tat cd truy
cip 161 céc dich vy, ing dung ma hé théng khdng cung clp holc khéng cho phép truy cp tr bén
ngoai;

¢) Thiét 13p glél han thdi gian chiy (tmeout) d8 d6ng phién két ndi khi hg théng khdng nhén dugre yéu
chu tir ngudi ding;

d) Phan quydn va cip quydn truy cép tir bén ngoai vao hé théng theo tirng ngudi ding hodic nhém
ngudi diing cin ct theo yéu ciu nghidp vy, yéu clu quén iy;

@) Gitl han s6 Iwgng két ndi ddng thai tir mdt dja chi ngudn va tdng 86 lugng két néi ddng thev cho
tirng (rng dyng, dich vy dwoe hd théng cung clp theo néng live thire té cia hé théng.

7.2.1.3 Kidm soét truy cAp tir b8n trong mang

a) Chi cho phép truy c&p cac tmg dung, dich vy bén ngoal theo yéu cAu nghiép vy, chan cac dich vy
khéc khéng phuc vi hoat ddng nghiép vy theo chinh séch clia 13 chirc;

b) Gi¢r han truy c@p céc rng dyng, dich vu bé&n ngoai theo thdi gian (theo chinh sach truy cip cla td
chire néu cb);

c) Cé phuong an kidm soét truy cép cla ngudi diing vdo céc dich vy, cdc may chl ndi bd theo chirc
néng va chinh séch clia t chire.

7.2.1.4 Nhit ky hé théng

a) Thiét 1ap chirc néing ghi, Iy trlr nhit ky hé thdng trén cac thiét bj hé théng (ndu h3 trg), bao gdm
céc théng tin sau:

- Thé gian két néi;

- Théng tin két ndi mang (da chi IP, cbng két nél);

- Hanh ddng abi véi két ndi (cho phép, ngéin chin);

- Thodng tin céc thidt b dAu cudl két nél vao hd théng theo dia chl vt Iy va logic;
- Théng tin cénh béo tir céc thiét bi;

- Théng tin hiéu néng hoat dng cla thiét bj va tal nguyén mang.

b) S& dung may chi thei gian trong hé théng &8 ddng bd thai gian giva céc thiét b mang, thiét b dhu
cubl va céc thanh phdn khéc trong hé théng tham gia hoat ddng glém sét;

¢) Liru trlr va quén ly tap trung nhat ky hé thdng thu thép dugc tir céc thiét bj hé théng;
@) Luu trir nhat ky hé théng ciia thiét bj 161 thidu 03 thang.
7.2.1.5 Phéng chéhg xdm nhip

a) C6 phirong 4n phong chéng xam nhap dé bdo vé cdc viing mang trong hé théng;
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b) Binh ky cép nhit co s& dir lidu dAu higu phét hign tdn cdng mang (Signatures);

c) Bdo dam néing lyc hi théng dap (ng 4l theo yéu cAu, quy md sb lrgng ngudrl diing va dich vy, (ng
dyng clia hé thdng cung cip.

7.2.1.6 Phong chéng phdn mém dc hal trén méi tnedng mang
a) C6 phwong &n phong chéng ph&n mém ddc hai trén mdi tredng mang;
b) Binh ky cp nhét di lidu cho hé thdng phdng chéng phdn mém ddc hai;

¢) Bdo ddm néing lyc hé théng dép rng di theo yéu cAu, quy md sb lugng ngudl ding va dich vy, ing
dung clia hé théng cung cép.

7.2.1.7 Béo v# thiét b hé théng

a) Céu hinh chirc ndng xéc thyc trén cac thidt b hé théng (néu h8 trg) & xdc thyc ngudl ding khi
quén trf thiét bj tree tiép hodic tir xa;

b) Thi#t I3p cAu hinh chi cho phép sl dung céc két ndl mang an toan (néu hd tre) khi truy cdp, qudn td
thiét bj tir xa;

c) CAu hinh thiét bj (néu hd trg) chl cho phép han ché céc dja chi mang 6 thé két néi, quan trj thiét bj
tir xa;

d) Han ché duge sé lan aling nhap sal khi quan trj hodic két nél quan trj tir xa theo dja chi mang;
d) Phan quyén truy cap, quan tr] thidt bj ddi véi céc tai khodn quan trj c6 quydn han khéc nhau;
e) Nang cép, xir ly didm yéu an toan théng tin cla thiét b hé théng trée khi dwra vao si dung:

g) Xéa bd thdng tin cdu hinh, dO lidu trén thiét bj hé théng khi thay d8i muc dich st dyng hodc g& bd
kndi hé théng.

7.2.2 Bdo dam an todn méy chd

7.2.2.1 Xac thye

a) Thiét lap chinh sach x4c thyc trén méy chd a8 xéc thyre ngudi dung khi truy cap, quén Iy va sl dyng
mdy chil;

b) Thay 8bi cc tal khodn mic dinh trén hé théng hodic v8 hidu héa (ndu khdng sir dung);

¢) Thiét 18p céu hinh méy chi d& d&m bdo an toan mét khdu ngudi si¥ dyng, bao gdm céc yéu chu sau:
- Y&u cAu thay @bl mét khdu méc dinh;

- Thiét 18p quy thc d&t mét khdu vé s6 ki ty, loal ky ty;

- Thiét 1ap théri gian y&u cAu thay 34i mat khéu;

- Thiét 13p thr gian mét khdu hop 18,

d) Han ché 88 13n dang nhap sal trong khodng thér gian nhét dinh véi mét tai khodn nhét dinh;
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@) Thiét 14p cAu hinh @& vb hibu héa tai khodn néu tai khodn d6 dang nhép sai nhidu lan vuret 88 lan
quy dijnh.

7.2.2.2 Kidm soét truy c§p
"a) Thiét 14p hé thdng chi cho phép si¥ dung céc két ndl mang an toan khi truy cép, quan tri may chil tir
xa;

b) Thit 1ap gi¢l han thev glan ché (timeout) 6 dong phién két ndl khi méy chli khdng nhén dugce yéu
chu tir ngued ding;

c) Thay 4&i cdng quén trj méc dinh cila méy chd;

d) Gidi han dja chl mang dugc phép truy cip, quan tr] may chi tir xa.

7.2.2.3 Nhit ky h¢ théng

a) Ghi nhét ky hé théng bao gdm nhing thdng tin co ban sau:

- Théng in két ndl mang &1 may chil (Firewall log);

- Théng tin d&ng nhép vao mdy chy;

- L&1 phét sinh trong qué trinh hoat d9ng;

- Théng tin thay d8i chu hinh méy chi;

- Thdng tin truy cap di lidu va dich vy quan trong trén méy chi (ndu cd).

b) ©Ang b theri gian gitra méy chl véi méy chd thei gian;

c) Giéi han 4 dung luwgng i trir nhét ky hé théng d& khdng mét hodic tran nhét ky hé théng;
d) Quan ly va leu trr t4p trung nhét ky hé théng thu thdp duec tir méy chi;

@) Luu nhét ky hé théng trong khodng theri gian tét thidu 1a 03 thang.

7.2.2.4 Phdng chéng xam nhip

a) Loail bd ¢céc tal khodn khéng sir dyng, céc 1l khodn khdng con hop ié trén may chi;

b) S dyng tudrng Ifra ciia hé didu hanh va hé théng d& cAm céc truy cap tral phép t&i méy chi;
~ €) Vb hidu héa cdc giao thirc mang khdng an toan, cac dich vy hé théng khang st dyng;

d) C6 phurong an cdp nhét ban vé, x Iy didm yéu an todn théng tin cho hé didu hanh va céc djch vy hé
théng trén méy chu;

&) Thye hién ndng cép, x Iy didm yéu an toan thong tin trén may chil tnrdc khi dira vao sir dung.
7.2.2.5 Phdng chéng phén mém adc hai

a) Cai aat phin m&m phong chéng mé& déc (hodic c6 phirong én khéc tuong duong) va thiét 1ap ché 66
tw dong cip nhét co s& d lidu cho phn mém;

34



TCVN 11930:2017
b) C6 phuwrong &n kiém tra, dd quét, x Iy phAn mdm ad¢ hai cho cde phiin mém trude khi cai dit;

¢) Quén Iy tap trung (chp nhat, cinh bdo va quan Iy) cac phdn mém phong chéng ma ddc cal &t trén
méy chii va cac méy tinh nguerl sir dung trong hé théng.

7.2.2.8 Xir ly méy chi khi chuyén giao

a) C6 phuong 4n x6a sach théng tin, i li$u trén méy chi khi chuyén giao ho#ic thay déi myc dich sir
dyng,

b) Sao lru dy phdng théng tin, di lidu trdn may chl, ban dy phdng hd didu hanh may chl tredrc khi
thyc hién xda dir lidu, hé didu hanh;

¢) CA bién phép kibm tra, bdo dam d( lidu khéng thé khdl phyc sau khi xéa.

7.2.3 Bdo dam an toan ong dyng

7.2.3.1 Xic thye

a) Thidt |4p cAu hinh (g dung & xAc thye ngurdd st dyng khi truy cép, quan trf, ciu hinh (rng dyng;
b) Lweu trir c& ma héa théng tin xéc thye hé théng;

c) Thiét 18p clu hinh ng dyng & ddm bdo an toan mét khdu ngudl s dyng, bac gdm céc yéu chu
sau;

- Yéu cAu thay 881 mét khdu mac dinh;

- Thiét 13p quy tc a3t mét khdu vé sb ky ty, loai ky ty;

- Thiét 1ap théri gian yéu cAu thay ddi mat khiu;

- Thiét 1ap thoi gian mét khdu hop 16.

d) Han ché 8 1An déang nhdp sai trong khodng thai gian nhét dinh véi tal khodn nhét dinh;
d) Ma héa thang tin xac thre tnede khi glrl qua médi treémg mang;

e) Thiét 18p cdu hinh Gng dung 38 ngln can vidc dang nhép ty ddng dbi véi céc Ung dung, dich vy
cung cép va xi¥ Iy d& [iéu quan trong trong hé thdng.

7.2.3.2 Kidm soét truy cdp

a) Thiét 1&p hé thdng chi cho phép sl dyng cac két ndi mang an toan khi truy cép, quan trj ing dyng il
Xxa,

b) Thiét I&p gi¢i han thei gian chér (imeout) 38 déng phién két ndi khi ng dung khdng nhén dugc yéu
cdu tir nguér diing;

¢) Gi¢l han dja chl mang quan trj dugc phép truy cdp, quan trj ing dung tir xa;

d) Phén quyén truy cdp, quén tri, slr dyng 1l nguyén khéc nhau clia img dyng voi ngudi sir dung/
nhém ngudi s dung cb chirc nang, yéu chu nghiép vy khéc nhau;

35



TCVN 11930:2017

d) Gi¢i han sé lwgng céc két nbdi ddng thor (két néi khdi tao va da thiét 1ap) dbi véi cac tng dung,.dich
vy mdy chil cung cép.

7.2.3.3 Nhit ky h@ théng

a) Ghi nhat ky hé théng bao gdm nhlng théng tin co ban sau:

- Théng tin truy cép (g dung;

- Thong tin ang nhép khi quan trj ing dung;

- Thdng tin céc 13i phét sinh trong qua trinh hoat 8dng;

- Théng tin thay a8 chu hinh (ng dung.

b) Quén Iy va leu trir nhét ky hé théng trén hé théng quén ly tap trung;

c) Nhit ky hé théng phéi dugc luu trl trong khodng thdi gian téi thidu 1 03 théng.
7.2.3.4 Bao mit théng tin lién lac

a) Ma héa théng tin, dir ligu (khéng phal ia thdng tin, di¥ lidu cdng khai) trurée khi truyédn dua, trao ddi
qua méi trrérng mang; st dung phirong 4n ma hda theo quy dinh v8 bdo v& bl mét nha nuéce ddl véi
théng tin méat;

b) St dyng két ndi mang an toan, béio d3m an toan trong qua trinh khéi tao két néi kénh truydn va trao
dbi théng tin qua kénh truyén.

7.2.3.6 Chéng chéi bd

Sir dyng chir ky sé khi trao d&i théng tin, dl idu.quan trong.

7.2.3.8 An toan (mg dyng va m& nguén

a) C6 chirc nang kidm tra tinh hep 1& cla thdng tin, dir lidu ddu vao tredre khi xir Iy;

b) Cé chirc n@ing kidm tra tinh hop K cla thdng tin, der lidu Glu ra trede khi girl vd méy yéu clu:

c) Cé phrong 4n bdo v§ Ung dyng chéng lal nhitng dang tdn cobng phd bidn: SQL Injection, OS
command injection, RF|, LFI, Xpath injection, XSS, CSRF;

d) C6 chivc néing kidm soét 18i, thdng béo I8i kir (rng dyng.
7.24 Bdo didm an toan dor lidu
7.2.4.1 Nguyén ven d lidu

C6 phwong én quan ly, lvu trlk dir lidu quan trong trong hé théng ciing véi ma kidm tra tinh nguyén
ven.
7.2.4.2 Bao mit dir 1l§u

a) Lwu trlr c6 mé héa céc thdng tin, dir 1éu (khdng phdi 13 thong tin, dir idu odng khal) trén hé théng
v tr@/phurong tién luu trir;
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b) S dung cac phwong phép mé héa manh (chira duge céc td chire quée té cong bé didm yéu an
toan thong tin) 6& m& héa diz liéu.

7.2.4.3 Sao luvu diy phong

a) Thyc hién saoc lvu dy phdng céc thdng tin, d lidu co' ban sau: tip tin cAu hinh hé théng, bdn dy
phdng hé didu hanh méy chil, co s& d( lidu; di ligu, thong tin nghidp vy;

b) Phan loai va qudn Iy cac de ligu dugre lru trl theo tieng logi/nhém thdng tin dugre gan nihdin khéc
nhau;

¢) C6 hé théng/phurong tién lru trlr d0c 18p 34 sao Iu dy phong.
8  Yéucdu co ban cho h@ théng théng tin cdp 4o 4
8.1 Yéucduquinly

8.1.1 Thiét 13p chinh séch an toadn thong tin

8.1.1.1 Chinh sédch an toan théng tin

X4y dyng chinh sach an toan théng tin, bao gbm:

a) X4c dinh céc muyc tidu, nguyén tic bao dadm an todn théng tin;

b) Xdc dinh tréch nhidm cla don v| chuydn tréch vé an toan thdng tin, céc cén bd ldm vé an todn théng
tin va céc ddi twong thude pham vi didu chinh clia chinh sach an toan thong tin;

¢) Xéc dinh pham vl chinh sach an toan théng tin bao gdm:
- Pham vi quéin Iy vé vt Iy va logic cta t chirc;

- Cdc (mg dyng, dich vy hé théng cung cép;

- Ngudn nhan lyc bdo dédm an toan thdng tin,

d) Xay ding chinh séch an toan théng tin bao gdm:
- Quéin ly an toan mang;

- Qudn ly an toan méy chd va &ng dyng;

- Quén ly an toan dor Béu;

- Quan ly an toan thiét bj dAu cubi;

- Quan Iy phdng chéng phan mém adc hal;

- Quén ty didm yéu an todn théng tin;

- Quan ly giém sét an toan hé théng thdng tin;

= Quan Iy sy cd an todn thdng tin;

- Quan Iy an toan ngudi st dyng déu cubl,
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8.1.1.2 Xay ding va cong bd

a) Chinh sach dugc td chirc/bd phén dugc Uy quyén thong qua trurére khi cdng bd &p dyng;
b) Chinh sach durgc cong bd tnréc khi &p dung;

¢) T8 chirc tuyén truydn, phd bién cho toan bd can bd trong té chirc.

8.1.1.3 R soit, stra ddi

a) Binh ky hang ném ho#c khi ¢ thay 88i chinh séch an toan théng tin kidm tra lal tinh phi herp vé thye
hién ra soat, ciip nhat, bd sung;

b) Cé hd so lru lal thdng tin phin hdi clia @8l tegng ép dung chinh séch trong qué trinh tién khai, 4p
dung chinh séch an toan théng tin.

8.1.2 Td chire bdo ddm an todn thdng tin
8.1.2.1 Don v| chuyén trich vd an toan théng tin
a) Thanh lap ho#ic chi dinh don vi chuy8n trach v8 an toan thang tin trong t8 chire;

b) Phéan dinh val trd, tréch nhiém, cor ché phéi hop clia céc bd phan, cén bl trong don vi chuyén tréch
vé& an toan théng tin;

¢) Chl dinh bd phén chuyén trach trong dom vi chuyén trach v& an todn théng tin cb trach nhiém xay
dirng va thire thi chinb sach an toan théng tin.

8.1.2.2 Phéi hgp véi nhitmg co quan/td chire ¢é thim quydn
a) C6 dAu mdi lién hé, phél hgp véi cac co quan, 8 chire c6 thAm quydn qudn Iy vé an toan thdng tin;

b) C4 dAu méi lign hé, phéi hop véi cée cor quan, 1 chire trong cdng téc hb trer didu phéi x& Iy sy cb an
toan thdng tin;

c) Tham gia cac hoat ddng, cong tac bdo didm an toan théng tin khi cb yéu clu clia 18 chirc co thdm
quyén,

8.1.3 Bao dim ngudn nhén lyc
8.1.3.1 Tuydn dyng

a) Cén bd dugce tuydn dung vao vi trf IAm v& an todn thdng tin ¢b trinh 48, chuyén nganh vé linh vyrc
céng nghé théng tin, an todn thdng tin, phit hep v vi tri tuyén dyng;

b) Cé quy dinh, quy trinh tuy8n dung cén bd va didu kién tuyén dyng can by;
¢) C6 chuyén gia trong lTnh vigc ddnh gid, kidm tra trinh d§ chuydn mén phii hop véi vi trl tuydn dyng.
8.1.3.2 Trong.qua trinh lam vidc

a) Cé quy dinh vé& vigc thyre hién ndl quy, quy ché bdo dam en toan théng tin cho ngudi sir dung, can
by quén ly va van hanh hé théng;
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b) C6 ké hoach va dinh ky hang ndm t3 chirc phd bién, tuyén truydn néng cao nhan thirc v& an toan
thdng tin cho ngud] sir dyng;

c) C4 ké hoach va dinh ky hang n&m 18 chivc déo tao vé an toan théng tin hang ndm cho 03 nhém @i
turgng bao gdm: can bd k thudt, cén b quan ly va nguei s dung trong hé théng.

8.1.3.2 Chim d@t hojic thay d8i céng vigc

a) Cén b chdm dirt hodic thay 48l cdng vidc phai thu hdi thé truy clp, théng tin dwoe hwu trén cic
phurrong tign hru tr, céc trang thiét bl may méc, phan cimg, phdn mém va cac tal sdn khac (néu cb)
thudc s& hiru clia 18 chir;

b} C6 quy trinh va thye hién v hidu hoa tAt ca cac quyén ra, vao, fruy cap tal nguyén, qudn tri ha théng
sau khi can b thdi vide;

c) C6 cam két gilr bi mat thdng tin lién quan dén t& chirc sau khi nghi viéc.
8.1.4 Quin ty thiét ké, xay ding h¢ théng
8.1.4.1 Thiét ké an toan h§ théng théng tin

a) C6 1Al lidu md ta quy md, pham vi va dbi twong sir dung, khai théc, quén Iy v@n hanh hé théng thang
tin;

b) C6 tai liéu mé ta thiét ké va céc thanh phin cla hé théng théng fin;
c) C6 tai lidu md ta phirong 4n bdo ddm an toén thdng tin theo cép do;
d) Cé tai liéu mé ta phwong én lya chon gidl phép cdng nghé bao dém an toan théng tin;

) Khi cb thay a8l thiét ké, d4nh gi lai tinh phi hop clia phurong 4n thiét ké i véi céc yéu chu an
toan d&t ra ddi véri hé théng;

) C4 phuong én quan Iy va bdo vé hd so thiét ké;

g) Co bd phén chuydn mdn, 18 chuyén gla danh gié hd so thiét ké h¢ théng théng tin, cic bién phép
béo dam an todn théng tin treére khi tridn khal thye hién.

8.1.4.2 Phét trién phin mém thud khodén

a) Co bién bén, hgp ddng va céc cam két abi véi bén thué khoan cac ndl dung lidn quan dén viéc phat
trién phin mém thué khodn;

b) Yéu cAu cac nha phat tridn cung cip ma ngudn phin mém;
c) Kidm thir phén mém trén mdi tredng thr nghiém treéc khi dua vao s dung;
d) Kiém tra, dénh gia an toan thong tin, tneérc khi dwra vao st dung;

d) Khi thay d8i m& ngudn, kién tric phan mém thyc hién kidm tra, danh gié an todn thdng tin cho phan
mém;
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e) C6 cam két cia b&n phét tridn v& bdo dam tinh bl m4t va bén quyén clia phan mé&m phét trién.
8.1.4.3 Thir nghlém va nghi¢m thu h théng

a) Thye hién thir nghiém va nghiém thu hé théng trwde khi ban giao va dua vao sir dyng;

b) Cé ndi dung, ké hoach, quy trinh thir nghiém v& nghiém thu h& théng;

c) C4 b phén cb trach nhidém thire hign thi nghiém va nghiém thu hé théng;

d) C6 don vi d8c 1ap (ban thi» ba) hodic bd phén dic 1ap thude don vi thuc hién tr vAn va gidm sét qué
trinh thé nghiém va nghidm thu hé théng;

d) C6 béo céo nghiém thu duge x&c¢ nhéan cla by phan chuyén trach va phé duyét cta chi quan hé
théng théng tin trwde khi dua vao sir dung.

8.1.5 Quan Iy vin hanh h¢ thdng

8.1.6.1 Quin Iy an todn mgng

Chinh séch, quy trinh quan ly an toan mang bao gdm:

a) Qudn ly, vAn hanh hoat ddng binh thiréng cla hé théng;

b) Cép nhat, sao lvu dy phéng va khdi phyc hé théng sau khi xdy ra sy cb;
¢) Truy c4p va quan Iy clu hinh hé théng;

d) Céu hinh téi wu, ting cuwérng bdo mét cho thiét bl hé théng (ctrmg héa) trieéc khi dwa véo van hanh,
khai thac.

8.1.5.2 Quén ly an todn may chd va (ng dyng

Chinh séch, quy trinh quan Iy an todn méy chl va tng dung bao gém:

a) Quan ly, van hanh hoat ddng binh lh;rbng clia hé théng may chi va djch vy;

b) Truy cAp mang clia may chi;

¢) Truy cép va quan trf may chil va (rng dyng;

d) Cép nhét, sao liu di phdng va khdi phuc sau khi x3y ra sy ¢f;

d) Cal aat, g& bd hé diu hanh, dich vy, phdn mém trén hé théng méy chil va (rng dung;
&) Két néi va g& bd hé théng may chil va dich vy khdi hé théng;

g) Cdu hinh t8i wu va tiing cudng bdo mét (cirng hoa) cho hé thdng méy chli treée khi dua vao vén
hanh, khal thac.

8.1.5.3 Quén 1y an toan dir Néu
Chinh séch, quy trinh quén ty an toan d0 ligu bao gdm:
a) Yéu clu an toan 88! véi phurong phép mé héa;
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b) Phén loai, quan Iy v& s dyng khéa bl mét va d liéu ma héa;
¢) Cor ché ma héa va kiém tra tinh nguyén ven cilia dir liéu;
d) Trao &8I d lidu qua mél tredmg mang va phurong tién luu trlr;

d) Sao lru dy phong va khéi phyc dir i8u (tAn sudt sao lrru di phdng, phurong tén leu trl, thd glan
(wu trly; nori lwu try, phuwrong thire leu trir va phurong thire idy di lidu ra khdi phuong tién lwu trir,

&) Cép nhat 68ng b thang tin, di¥ ligu gilra h@ théng sao leu dir phdng chinh va hé théng phy;

g) Binh ki hodic khi cé thay a&i cu hinh trén h théng thye hién quy trinh sao lwru dy phong: tp tin cdu
hinh hé théng, ban dy phdng hé didu hanh méy chl, co s& da lidu; dO idu, thdng tin nghlép vy va céc
thdng tin, d(¥ liéu quan trong khac trén hé théng (néu cb),

8.1.5.4 Quan Iy an toan thiét b] ddu cudl

Chinh séich, quy tinh quan Iy thiét b] dAu cudl bao gbm:

a) Quén ly, van hanh hoat d8ng binh thwdmg cho thiét b) diu cudl;
b) Két ndi, truy cép va s dyng thiét bj diu cudi tir xa;

c) Cal aat, két ndl va g& bd thiét b dhu cudl trong hé théng;

d) Chu hinh t5i wu va t8ng cirdng bdo mét (cing héa) cho mdy tinh ngudi sl dung va thye hidn quy
trinh trerdre khi dwra hé théng vao sir dyng;

d) Kiém tra, dénh gié, x{ Iy didm yéu an toan théng tin cho thiét bj d4u cubi treéc khi dra vao s dyung.
8.1.5.6 Quan Iy phong chéng phan mdm adc hal
Chinh séch, quy tinh quan Iy phin m&m ddc hai bao gdm:

a) Cai @&, cap nhét, sir dyng phin mém phdng chéng mé ddc; dd quét, kidm tra phdn mém dbc hai
trén méy tinh, méy chi va thiét bj di dong;

b) Cal d&t, sir dung phan mém trén mdy tinh, thiét bj di ddng va vidc truy cép céc trang théng tin trén
mang;

¢) Glri nhén tap tin qua mdi trwrng mang va céc phwrong tién vy irlr di ddng;

d) Binh ky thyre hign kidm tra va db quét phin mém dic hai trén toan b¢ hé théng; Thirc hign kiém ira
va x Iy phan mém ddc hai khi phét hién dAu higu holic cinh bdo v& déu hiéu phan mém ddc hai xuét
hién trén hé thdng.

8.1.5.6 Quan Iy gldm sit an todn h thdng théng tin
Chinh sach, quy trinh quan Iy gidm sat an toan hé thdng théng tin bao gdm:
a) Quén Iy, van hanh hogt 6ng binh thudng clia hé théng glam sét;
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b) D6l twong gldm st bao gém: thiét bj hé théng, may chi, img dyng, dich vy va céc thanh phén khéc
trong hé théng (néu cb);

¢) K&t nbi va giri nhat ky hé théng tir dé1 twgng giém sét vé hé thdng giam sét;
d) Truy cp va quén tr hé théng gidm sat;

d) Loai thong tin cAn duwgc giém sét;

¢) Luu trir va bdo vé thdng tin giam séat (nhét ky hé théng),

g) Ddng bd thevl glan gitka hé théng giém sét va thidt b duoc giam sat;

h) Theo d&l, glam slét v cénh bdo sy cb phat hién duge trén hé théng thdng tin;
i) BS trf ngudn Iwee va td chirc gldm sét an toan hé théng thdng tin 24/7.

8.1.6.7 Quén Iy @ém yéu an toan thong tin

Chinh séch, quy trinh quan I§ diém yéu an toan théng tin bao gdm:

a) Quéan Iy thdng tin cAc thanh phan cb trong h& théng c6 khé ning t8n tai didm yéu an toan théng tin:
thiét b| h& théng, hé didu hanh, may chi, ing dyng, dich vy va céc thanh phan khac (néu cd);

b) Quén Iy, cap nhét ngudn cung cAp diém yéu an toan théng tin; phaﬁ nhém va mirc 46 cla diém yéu
cho cdc thanh phan trong hé théng &4 xéc dinh;

¢) Co ché phéi hop voi cAc nhém chuyén gia, bén cung cp dich vy hd tre trong viée xir Iy, khdc phuc
didm yéu an toan théng tin;

d) Kiém tra, dénh gia va x Iy &l&m yéu an toan théng tin cho thiét bl h& théng, may chil, dich vy truée
khi duwa vac st dung;

@) Binh ky kiém tra, danh gi& didm yéu an toan théng tin cho toan b hé théng thong tin; Thire hign quy
trinh kiém tra, d&nh gid, xi¥ Iy didm yéu an'toan thong tin khi ¢6 thdng tin hodc nhan dugc cdnh béo vé
didm yéu an todn théng tin dbi v&i thanh phén cy thé trong hé théng.

8.1.6.8 Quan Iy sy cb an toan théng tin

Chinh séch, quy trinh quén 1y sy cb an toan thdng tin bao gém:

a) Phan nhoém sy cb an toan thdng tin mang;

b) Phuang &n tidp nhén, phat hién, phan loai va x iy ban dlu sy cb an toan théng tin mang;
c) Ké hoach (g pho sy cd an toan théng tin mang;

d) Giam sét, phét hién va cdnh béo sy ¢ an toan thong tin;

d) Quy trinh (Png ctru sy cé an toan thdng tin mang thdng thuéng;

&) Quy trinh (rng clru sy cb an toan thdng tin mang nghiém trong;
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g) Co ché phéi hop véi co quan chire nding, cée nhém chuyén gla, bén cung cép dich vy hd trg trong
vigc xtr Iy, khiic phyc sy ¢d an toan théng tin:

h) Binh ky t& chirc didn tap phwong an x( Iy sy ¢ an toan thdng fin.

8.1.5.9 Quan Iy an todn ngudi sir dyng ddu cudi

Chinh séch, quy trinh quén 1y an toan ngudl st dyng diu cubi bao gdm:

a) Quéan ly truy cfp, st dyng 14l nguyén ndl bd;

b) Quén ly truy cp mang va tal nguyén trén Internet;

¢) Cal a4t va slr dung may tinh an foan.

8.2 Yéu cdu kf thust

8.21 Bdo dam an todn mang

8.2.1.1 Thiét ké h§ théng

a) Thit ké cac viing mang trong hé thdng theo chirc néing, c4c viing mang téi thidu bao gbm:
= Ving mang ndi bd;

- Viiing mang bién;

= Ving DMZ;

- Viing méy chii ndi bd;

- Viing mang khéng day (néu cd) tach ridng, ddc lap vdi céc viing mang khac;
- Ving mang méy chl co s& dit lidu;

- Vling quén tri;

- Viing quin trj thidt bj hé théng.

b) Phuong én thiét ké bdo dam cac yéu clu sau:

- C6 phurong &n quén Iy truy ¢ép, quén tri hé théng tir xa an todn;

- 6 phuong én quén Iy truy cép gitra cic viing mang va phong chéng xam nhap;

- C6 phurong &n di phdng cho céc thiét bj mang va phwong én can bing tal, dy phong ndng cho thibt
bj mang chinh;

- Co phwong én bdoc ddm an toan cho may chi co s& dir ligu;

- C6 phirong én chién loc phdn mém dgc hal trén méi tredng mang;
- C6 phuong an phang chéng tdn cdng tir chéi dich vy;

- C6 phuong én giém sét hé thdng théng tin t4p trung;
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- C6 phirong én gldm sét an todn hé théng théng fin tap trung;
- C6 phurong 4n quan Iy sao lueu die phong tap trung;

- C6 phirong 4n qudn Iy phAn m&m phdng chéng ma ddc trén cdc mdy chivmay {inh ngudi ding tap
trung;

- C6 phwong an phdng, chéng thét thoét de liéu;

- Cé phuong 4n duy tr It nhit 02 két ndi mang Internet tly céc ISP sl dung ha téng két néi trong nuée
khéc nhau (néu hé théng budc phéi c6 két ndi mang Internet) ;

- C6 phwong én bdo ddm an todn cho mang khéng déy (néu cb);
- Cé phuong én quan Iy tai khodn dic quyén.
8.2.1.2 Kidm soét truy cap tir bdn ngoal mang

a) Thiét 1ap hé théng chl cho phép sl dung cac két ndl mang an toan khi truy cép thong tin ndi bd hodc
qudin tri hé thdng tir cAc mang bén ngodi va mang Intermnet;

b) Kidm soét truy cép tir bén ngoai vao hé théng theo timg dich vy, ing dung cy thé; chain tht ca truy
cap t& céc dich vy, (rng dyng ma hé théng khéng cung cép hodic khéng cho phép truy cap tir bén
ngoal;

¢) Thidt 1ap gi&i han thei gian chér (timeout) 8& ddng phidn két néi khi hé théng khoéng nhén dugc yéu
chu tlr ngudi ding;

d) Phan quyén va cp quydn truy cép tiv bén ngodi vao hé théng theo tirng ngudi ding hodc nhém
ngudi ding cén et theo yéu cAu nghidp vy, yau chu quan Iy;

d) Gi¢i han sb lugng két ndi ddng thoi tir mot dia chl ngudn va tdng 98 lwgng két ndi 3dng thdi cho
timg ng dung, dich vy dirgre hét thdng cung cAp theo ning e thic té ciia hé théng.

8.2.1.3 Kidm soét truy cfp tir bén trong mang

&) Chi cha phép truy cép céc (rng dung, dich vy bén 'ngoai theo yéu cu nghiép vy, chén céc dich vy
khéc khdng phyc viy hoat d8ng nghidp vy theo chinh séch clia td chirc;

b) C6 phuong &n kidm soét truy cdp clia ngu¥l ding vao cdc dich vy, céc méy chl ndi bd theo chirc
n&ng va chinh sdch cla td chirc;

c) Khéng cho phép hodc giéd han truy cdp (theo chirc néing clla méy chil) tir cAc may chil ra céc mang
bé&n ngoai hé thdng;

d) Cé phuong &n quén Iy cac thiét bj ddu cubi, méy tinh ngudi ding két néi vao hé thdng mang (theo
dia chi vét ly, dia chi logic), chl cho phép thiét bi ddu cudi, may tinh ngudi sl dung hop 18 két ndi vao
hé théng.
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8.2.1.4 Nhijt ky h@ théng

a) Thiét 13p chike ndng ghi, lwu tr0 nhét ky hd théng trdn céc thiét bj hé théng (ndu hd tre), bao gbm
céc théng tin sau:

- Thai gian két ndi;

- Théng tin két néi mang (dla chi IP, cdng két ndi);

- Hanh djng a6l véi két nél (cho phép, ngsn chiin);

- Théng tin céc thiét bf ddu cudl két néi vao hé théng theo dja chi vét Iy va logic;
- Théng tin cdnh béo tir cac thiét bj;

- Théng tin hiéu ndng hoat ddng cla thiét bj va tai nguyén mang.

b) S dyng may chi thoi glan trong hé thdng d& ddng bd thai gian gidra céc thiét bl mang, thiét bl ddu
cudl va c4c thanh phén khéc trong hé théng tham gia hogt ddng glém sét;

©) Lwu trlr va quén Iy tap trung nhét ky hé théng thu thép dugc tir céc thidt bj hé thdng;

d) Giéi han tai nguyén cho chirc nang ghi nhat ky trén thiét bi, 3& bdo dam chirc ndng nay khdng lAm
anh hudng, gian doan hoat ddng cla thiét bj;

@) Lweu trlr dy phong dir [19u nhat ky hé théng 1rén hé théng Iwu trlr riéng biét, c6 ma héa véi nhimg dtr
lidu nhét ky quan trong (néu cd);

€) Lwu trlr nhét ky hé théng cia thiét bj téi thidu 06 théng.

8.2.1.5 Phong chéng xém nhip

a) C6 phurong &n phéng chéng xa8m nhép dé béo vé céc viing mang trong hé théng;
b) ©inh ky cép nhét co s® d@ lidu diu hidu phét hién tn c8ng mang (signatures);

¢) Bdo d3m nang lyc hé théng dap (ng Al theo y&u clu, quy md sé lugng ngudi ding va dich vy, g
dung cla hé théng cung cép;

d) Hé théng cb phwong &n can bang tai va d phdng néng.

8.2.1.6 Phong chéng phidn mém ddc hal trén mdi trudrng mang

a@) C6 phwrong an phong chéng phan mém ddc hai trén mdl tredmg mang;
b) Djnh ky cép nhéat de* liéu cho hé théng phdng chdng phdn mém ddc hal;

c) Bdo ddm ning lyc hé théng dap (rng A3 theo yéu cAu, quy md sé Irgng ngudi diing va dich vy, ing
dung ciia hé théng cung cép;

d) Hé théng o6 phuwrong &n can béng tdi va dy phong néng.
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8.2.1.7 Béo v& thiét b] hé théng

a) Chu hinh chirc niing xéc thye trén céc thibt bi hé théng a8 xdc thye ngwdi dung khi quén tr] thiét bl
trnec tiép hodic tiy xa;

b) Thiét 1ap cdu hinh chi cho phép s dyng cac két ndi mang an toan khi truy cép, quan tri thidt bj tir xa;

¢) Khéng cho phép quan tr], cAu hinh thiét bi tryc tidp tir cAc mang bén ngoal, trurérng hop bt budc
phdi quédn 1r} thiét bj tir xa phal thirc hién gidn tiédp thdng qua cic mdy quan trf trong hé théng va st
dung két ndi mang an todn;

d) Han ché durgc b 1An diing nhap sal khi quan tr} hogic két ndl quén tr} tir xa theo dla chl mang;
d) Phan quy&n truy cép, quéan trj thiét bj @81 vél cdc tal khodn quan i 6 quyén han khac nhau:

) Nang cép, x{ Iy didm yéu an toan théng tin cla thiét bj hé théng trudre khi dura vao sl dyng;

@) C4u hinh 16i L, ting curdmg bdo mat cho hé théng thiét bj hé théng trwére khi dua vao st dung;

h) Xée bd théng tin cdu hinh, dir eu trén thiét bj hé thdng khi thay ddi myc dich s& dung hodic g& bd
khéi hé théng.

8.2.2 Bao dam an todn méy chd
8.2.2.1 Xac thye

a) Thiét I3p chinh sach xac thyc trén may chii d& x4c thipe nguwérl diing khi truy cap, quan I va st dyng
mdy ch(;

b) Thay a8l c4c tal khodn mac dinh trén hé¢ théng hodic vO hiéu héa (néu khdng sl dyng);

¢) Thiét 1ap cAu hinh méy chi d& dam bdo an toan mét khdu ngudi st dyng, bao gdm cac yéu cAu sau:
- Yéu chu thay abi mat khAu méc dinh;

- Thiét i&p quy téc d&t mat khdu vd s6 ky ty, loai ky tv;

- Thiét l4p théxi gian yéu chu thay d8i mat khiu;

- Thiét Iap theri gian mat khdu hop 1&.

d) Han ché sd 1An dang nhép sal trong khoding thol glan nhét dinh v&i mdt tal khodn nhat dinh;

@) Thiét 18p cAu hinh dé v6 hiéu hoa tai khodn néu tai khodn @6 dang nhap sal nhidu 1An virot sé 13n
quy dinh;

e) Thiét [ap hé théng aé chl cho phép dang nhdp vao hé théng vao khodng thd gian hop I8 (theo quy
dinh cda té chtrc);

g) Sir dyng co ché xac thye da nhan t6 6& xac thyc ngudd sir dung khi truy cap, quan tri vao cac may
chli quan trong trong hé théng.

46



TCVN 11930:2017
8.2.2.2 Kiém soét truy cjp

a) Thiét iap hé thdng chl cho phép st dung céc két néi mang an toan khi truy cap, quan trj méy chi &
xa;

b) Thiét lap giéi han theri gian chér (timeout) ¢ déng phién két ndl khi méy chli khdng nhan dugc yéu
chu tir ngudri diing;

c) Thay ddi cdng quan trj méac dinh clia méy chi;

d) Khéng cho phép quén trj, cAu hinh méy chl tryc tidp tir cdc mang bén ngoai, tredng hop bt budc
phai quan tr] thiét bj tir xa phal thyre hién glan tiép thong qua cdc méy quén tr] trong hé théng va sir
dung két nbi mang an toan;

d) Phan quydn truy cdp, qudn tri, st dyng tai nguyan khac nhau trén may chd véi ngudi sir dyng/
nhém ngud! s dyung cb chire néing, yéu ciu nghiép vy khéc nhau;

e) Cép quydn t&i thidu (quydn truy caip, quan trf) cho tai khodn quan trj méy chd theo quyén han.
8.2.2.3 Nhit ky hé théng

a) Ghi nhét ky hé théng bao gdm nhiing théng tin co’ bén sau;

- Théng tin két nél mang t&1 méy chi (Firewall log);

- Théng tin ddng nhap vao méay chi;

- L8i phét sinh trong qué trinh hoat ddng;

- Thang tin thay 881 cdu hinh may chd;

- Théng tin truy cép d0 liéu va djch vy quan trong trén mdy chi (nédu cd).

c) Gidi han dd dung lrgng eu trik nhét ky hé théng d& khong mét hogic trdn nhét ky hé théng;
d) Quan Iy va lru trir tdp trung nhat ky hé théng thu thép dugc tir méy chu;

@) Luu nhét ky hé théng trong khodng théi gian 14i thidu |a 08 théng;

e) Luu irr dy phéng d@r lidu nhét ky hé thdng trén h& théng Iwu trir riéng biét, c6 mé héa v&i nhirng dir
liéu nhét ky quan trong (ndu co),

8.2.2.4 Phéng chéng xam nhap

a) Loai bd céc tai khoan khéng sir dyng, cac tai khodn khong cdn horp 1é trén méy chi;

b) Sir dyng twdng Ilra clia h@ didu hanh va hé théng dé cém céc truy cép trai phép 11 may chi;
¢) V& hidu héda céc giao thirc mang khéng an toan, céc dich vy hé théng khéng sir dyng;

d) C6 phirong &n c&p nhét bdn va, xi ty diém yéu an toan thong tin cho h@ didu hanh va céc dich vy hé
théng trén méy chi;

d) Thyre hign nang cAp, x& Iy didm yéu an toan théng tin trén méy chi trrére khi dura vao sl dyng;
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&) C bién phap qudn Iy tp trung viéc cip nhét va xir Iy bén v4, didm yéu an toan théng tin cho hé didu
hanh va cic dich vy hé théng trén méy chd;

g) Thye hién chu hinh téi wru, ting curémg béo mét cho méy chil trirdre khi dwra véao st dung.
8.2.2.6 Phdng chéng phin mém dc hal

a) Cai @&t phan mém phong chéng mé ddc (hodic ¢ phuong an khéc twong dwong) va thiét 1ap ché )
tw ddng c4p nhét co s& di liéu cho phéin mém;

b) C6 phrong én kidm tra, dd quét, x Iy phan mém ddc hai cho cac phdn mém tnrée khi ci dat;

¢) Quan Iy tap trung (cép nhét, cdnh béo va quan If) cac phAn mém phéng chéng mé ddc cai dat trén
méy chil va cac may tinh ngudr str dung trong hé théng;

d) C6 cor ché kibm tra, x( Iy mé& &4c clia cac phuong tién luu trlr di 30ng trwdre khi két ndl vél méy cha.
8.2.2.6 Xir Iy méy chi khi chuyén glao

a) Cé bién phép chuyén dyng & x6a sach thang tin, d( léu trén méy chl khi chuyén glac hodc thay
a8l myc dich st dyng;

b) Sao lwu dy phdng théng tin, di ll&u trén méy chd, bdn dy phdng hé didu hanh may chd trurde khi
thire hién x6a d ligu, hé didu hanh;

¢) C6 bién phap kidm tra, bdo ¢am d@ liéu khdng thd khol phyuc sau khi xéa.

8.2.3 Bdo dim an toan (ng dyng

8.2.3.1 Xdc thyee

a) Thidt 14p céu hinh (rng dung @& xéc thyre ngudi st dyng khi fruy cap, quén iri, cdu hinh (rng dyng;
b) Liru tr{r c& m& hoa thdng tin xac thizc hé théng;

c) Thiét 1ap céu hinh ¢rng dyng d& dam bdo an todn mét khdu nguwdi s dung, bao gdm céc yéu clu
sau;

- Yéu chu thay ddi mat khdu mic dinh;

- Thiét 14p quy thc &t mat khdu vd sb ky ty, loal ky tur;

- Thiét 1ap theri gian y&u chu thay a8t mat khiu;

- Thiét ip thei gian mat khiu hop 18;

d) Han ché sé 1An dZing nhap sal trong khodng théri glan nhét dinh v&i tai khodn nhét dinh;
d) Mé& hda théng tin xéc thye trwde khi giri qua mbi tnrdmg mang;

e) Thiét lap clu hinh (ng dung d& ngén cdn viéc déng nhap ty ddng d&i v&i cae (ng dyng, dich wy
cung cép va x ly d liéu quan trong trong hé théng;

g) V& hiéu héa tal khodn néu dang nhap sal nhidu 1An viegt 88 1An quy dinh. -
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8.2.3.2 Kidm soét truy cdp

a) Thiét 1&p hé théng chi cho phép sl dung céc két néi mang an todn khi truy cép, quén tr] ¢ng dyng ti
xa;

b) Thiét lap giéi han thdi glan chér (timeout) 88 84ng phign két nél khi (g dyng khéng nhan dugc yéu
cdu tir ngurdrl diing;

¢) Gidi han dja chi mang qudn trj dwgc phép truy ¢ip, quén trj dng dyng tir Xa;

d) Phan quyén truy cép, qudn trj, sir dyng tai nguyén khac nhau cilia (g dyng véi ngudi st dyng/
nhém ngwéi sir dung ¢b chirc nng, yéu cdu nghiép w khéc nhau;

d) Gi¢i han sb lwgng céc két ndi ddng thai (két ndi khdi tao va d4 thiét 1ap) aéi véi cac ing dyng, dich
vy may chli cung cép;

e) Cap quyén t6i thibu (quyén truy cap, quan tri) cho tal khodn quén trf 'ng dung theo quyén han;

g) Thidt 1ap quydn t8i thidu (chi clp quydn truy cp co s dO lidu) cho tal khodn két ndi co s& di liéu,
8.2.3.3 Nh{t ky h§ théng

a) Ghi nhat ky hé théng bao gdm nhng théng tin co ban sau:

- Théng tin truy cp Cng dung;

- Théng tin d&ng nhép khi qudn tr] img dung;

- Théng tin céc 181 phat sinh trong qué trinh hoat ddng;

- Théng tin thay d&i cAu hinh (ng dung.

b) Quan I va ivu trlr nhat ky hé théng trén he thﬁng quan ly t4p trung;

c) Nhét ky hé thdng phai duo'c Iwu trlr trong khodng theri gian t6i thidu 1a 06 théng;

d) Lwu trlr dir phong diF li§u nhit ky h théng trén hé théng luru trr riéng biét, cé mA héa véi nhirng dir
li8u nhét ky quan trong (néu o).

8.2.3.4 Bio mat théng tin l&n lac

a) M4 héa thong tin, dir liéu (khéng phdi 1a théng tin, di¥ liéu cdng khal) trudre khi truyén dua, trao ddi
qua mdl frudmg mang; sir dung phwrong 4n mé héa theo quy djnh vé& bdo vé& bi mat nha nwéc déi voi
thong tin mét;

b) St dyng két ndi mang an toén, bdo ddm an todn trong qua trinh khéi tac két néi kénh truydn va trao
ddi thdng tin qua kénh truyén;

c) St dung két hop céc két ndi mang an todn hodc bién phap mé héa dé bdo ddm di¥ liéu quan trong
dugc mé héa 02 1&n khi truyén qua mdi tredrng mang;

d) S dyng kénh vt ly riéng khi truydn dua, trao di qua mdl redmg mang déi véi diF ligu quan trong.
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8.2.3.5 Chéng chéibd
a) St dyng chr ky 86 khi trac ddi thang tin, dir liéu quan trong;

b) Chir ky sé dugc cung cp bdl co quan co thAm quydn hodic don vi cung cdp dich vu chir ky s dugc
cép phép;

¢) C6 phrrong 4n béo @3m an toan trong viéc quan ly va s dyng chi ky sb.

8.2.3.6 An toan (rng dung va ma ngudn

a) Cé chirc néing kidm tra tinh hop 18 clia théng tin, dir Hdu dAu vao trwéc khi xir Iy;

b) Cé chirc n&ing kiém tra tfinh hop 1& cla théng tin, dir liéu dAu ra trrdre khi glvi vé may yéu clu;

¢) Cé phurrong én bdo vé (mg dung chéng lai nhirng dang tAn cong phd bién: SQL Injection, OS
command injection, RF), LF1, Xpath injection, X§S, CSRF,;

d) C6 chizc nang kiém soat 164, théng bao I5I tir Gng dung;

d) Khdng leu trl thdng tin xdc thyee, thdng tin bi mét trén ma ngudn (ng dung:
€) Co chirc néng tao lap, duy trl va quan Iy phién [3m viéc an todn.

8.2.4 B#o aim an toan di¥ lju

8.2.4.1 Nguyén ven d lidu

a) Cé phuong én quén Iy, Iy trir dir li@u quan trong trong hé thédng clng véi ma kidm tra tinh nguyén
ven;

b) C6 phuwong én gidm sat, cdnh béo khi cd thay ddi thdng tin, dr lléu Iy trén hé théng luu trikiphurong
tén lwu trlr;

c) Cé phurong &n khdl phyc tinh nguyén ven ciia thdng tin dr liéu.
8.2.4.2 Bio mjt div ligu

a) Luu trr ¢ mé héa cac théng tin, dir liéu (khdng phai l1a thdng tin, d& Féu cong khai) frén hé théng
Ieru triphuerong tién lwu e,

b) St dung céc phwong phap m& héa manh (chira dugc cac 18 chirc quédc té cang bd diém yéu an
toan théng tin) 38 ma hoa dr [éu;

¢) Cé phurong én quén Iy va bdo vé dir lisu ma hda va khéa gidl ma;

d) Thidt 1ap phén viing luu trr mé héa, phén quyén truy cép chl cho phép nguwdl c6 quydn duge truy
cép, quan ly dir éu mé hoa.

8.2.4.3 Sao lwu di phing

a) Thye hién sao leu dy phong cée théng tin, d& liéu co ban sau: tap tin chu hinh hé théng, bén dy
phang h& didu hanh méy chi, co sé d lidu; di¥ Iléu, thdng tin nghidp wy;

50



TCVN 11930:2017

b) Phan loal va quan ly céc di lidu duge lwu trlr theo tirng loalinhdm thdng tin dugic gén nhin khic
nhau;

c) C6 hé théng/phuong tidn Iy trl d6c 1ap dé sao leu dy phong;

d) Phirong &n sao luu dy phéng ¢b tinh sén sang cao, cho phép khdi phyc d liéu ndng khi mdt thanh
phdn trong hé théng xdy ra sy cé.

9 Yéu céu co ban cho hé théng théng tin cdp 36 5
9.1  Yéu cdu quan Iy

8.1.1 Thiét 18p chinh séich an todn théng tin

9.1.1.1 Chinh sich an todn théng tin

Xay dyng chinh sach an toan thang tin, bao gém:

a) Xéc djnh céc myc tidu, nguyén tc bdo ddm an todn théng tin;

b) X4c djnh trdch nhiém cla don vj chuyén tréch vd an todn théng tin, céc cén bd lam vé an toan thdng
tin va cac b trgng thudc pham vi didu chinh clia chinh séch an toan thdng tin;

¢) Xac dinh pham vl chinh séach an toan théng tin bao gdm:
= Pham vi quan Iy v& vt ly va logic clia td chire;

- Céc rng dung, dich vy hé théng cung cép;

- Ngudn nhén lyc bdo @dm an toan théng tin.

d) X4y dyng chinh séch an toan théng tin bao gdm:

- Quén ly an toan mang;

- Quén Iy an todn méy chl va {rng dung;

- Quan ly an toan dir lidu;

- Quan I an toan thiét bi adu cub;

- Quén ly phdng chéng phin mém ddc hai;

- Quan Iy iém yéu an toan thdng tin;

- Quan ly gidm s4t an todn hé théng thdng tin;

- Quén ly-sy cb an toan théng tin;

- Quén Iy an toan ngudi st dyng dAu cudi,

9.1.1.2 X4y dyng va cong bé

a) Chinh sach dugc td chire/bd phén duge Uy quydn théng qua trudc khi cdng bd ép dyng;

b) Chinh séch dugc quan Iy theo 1img phién ban khi cd sy thay ddi, cép nhat;
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¢) Chinh séch durgre cdng bé trréc khi 4p dyng;

d) T8 chirc tuyén truydn, phd bién ndi dung chinh séch quan Iy an todn théng tin cho toan b cén bd
trong 18 chive.

9.1.1.3 Ra sodt, sira 4di

a) Dinh ky 06 thang hodic khi ¢b thay 841 chinh sdch an toadn thdng tin kidm tra lal tinh phil hep va thye
hién ra soét, cép nhét, bd sung;

b) C6 hd so luru 1ai thdng tin phén hdi ciia @bi twong 4p dyng chinh séach trong qua trinh trién khal, 4p
dung chinh sdch an toan théng tin.

9.4.2 T4 chirc bdo ddm an toan théng tin
9.1.2.1 Don v| chuydn trich vé an toan théng tin
a) Thanh I4p ho#ic chi dinh don vi chuydn trach v& an toan thdng tin trong t chire;

b) Phan dinh vai trd, tréch nhidm, co ché phéi hop clia cc by phéin, can bd trong don vi chuyén tréch
vé& an toan théng tin;

<) Chi dinh bd phén chuy&n trach trong dom v chuyén trach v& an toan thdng tin c6 trach nhiém xay
dng va thire thl chinh sach an toan thong tin;

d) B4 tri cén bd & vi i quan trong phdi 1a cdn b chuyén tréch;

d) B4 tri t&l thidu 02 cén bd theo mdi mang céng vide cin qudn Iy, thye thi

9.1.2.2 Phéi hop vél nhing co quan/td chirc cé thdm quydn

a) Co dhu mdi lién hd, phél horp vl cc co quan, td chirc ¢6 thdm quyén qudn Iy vé an toan thdng tin;

b) C6 dau méi lien hé, phél hop véi cac co quan, th chirc trong obng tac h tro didu phdi xiv Iy swr cb an
toan théng tin;

¢) Tham gla cac hoat déng, cong tdc bdo ddm an toan théng tin khi cd yéu clu cla td chirc co thdm
quydn.

9.1.3 Béo dim ngudn nhén lyc
9.1.3.1 Tuyédn dung

a) C4n b duwec tuydn dung vao vj tri am vé an toan théng tin ¢4 trinh 48, chuydn nganh v finh wye
cdng nghé thang tin, an toan thong tin, pht herp véi vi tri tuyén dyng;

b) Cé quy Ginh, quy trinh tuydn dyng cén bd va dibu kién tuydn dung cén bd;
c) Cé chuyén gia trong linh virc dénh gid, kidm tra trinh dd chuy&n mén phit hep voi vi trf tuydn dyng.
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9.1.3.2 Trong qua trinh lam vidc

a) Cé quy dinh vé& vigc thyre hién ndi quy, quy ché bao ddm an todn théng tin cho ngurdr sir dyng, cén
bd quén Iy va vén hanh hé théng;

b) C6 ké hoach va dinh ky hang nam t8 chirc phd bién, tuyén truydn néng cao nhan thic v& an toan
théng tin cho ngudn s dyng;

¢) C6 ké hoach va djnh ky hang ndm td chirc déo tao vé an toan théng tin cho 03 nhém déi tegng bao
gdm: cén b k§ thudt, can bd quan Iy va nguwdi si¥ dung trong hé théng;

d) Xéy dyng tiéu chf danh gia k§ nang, kién thizc chuyén mén va nhén thirc v& an toén théng tin 841 véi
cén b & céc vj trl:

d) Binh ky hang nam tién hanh kiém tra k§ néng, kién thirc chuyén mén, cing nhy nhan thirc v& an
toan thdng tin dbi vél can bd & cac vi tri.

9.1.3.2 Chdm dirt hojic thay 48l céng viéc

a) Cén b) chdm dirt hodic thay ddi cong viéc phai thu hdi thé truy clp, thdng tin dwoc lwu trén cac
phuong tign Iwu tr¥, cée trang thiét bj méy méc, phén cieng, phdn mém va céc 1ai san khéac (néu cd)
thudc 8& htru clia td chirc;

b) C6 quy trinh va thyc hién v8 hidu hda tat ci cac quydn ra, vao, truy cap tai nguyén, quén tr hé théng
sau khi can b thé! vigc;

c) Co cam két gil bi mat théng tin lién quan dén 18 chirc sau khi nghl viéc.

9.1.4 Quan ly thiét ké, xay dyng hd théng

9.1.4.1 Thiét ké an toan h# théng thdng tin

a) Co tal idu mo ta quy mo, pham vl va ddi twong sl dyng, khai thac, quan Iy van hanh hé théng théng
tin;

b) C tai ligu md 14 thiét ké va céc thanh phan cia hé théng théng tin;

¢) C6 tai lidu md td phwrong én bdo dam an toan théng tin theo cép db;

d) C6 tal liéu md ta phrong &n ya chon gidi phap cdng nghé bao ddm an todn théng tin;

d) Khi b thay ddi thiét k&, danh gia lai tinh phi hop cla phuong én thiét ké aéi véi cac yeu cdu an
todn d&t ra 48l véi hé thdng;

e) Co phuong én quan Iy va.bdo vé hd so thiét ké;

g) C6 bd phén chuyén mén, 18 chuyén gia dénh gid hd so thiét ké hé théng théng tin, cac bién phap
bdo ddm an toan thdng tin tnedrc khi tridn khai thyre hign,
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9.1.4.2 Phét tr!én phin mém thué khoan

a) C6 bién bdn, hop ddng va céc cam két dbi voi bén thué khoan cac ndi dung lién quan dén viéc phét
trién phan mém thué khoén;

b) Y&u cAu céc nha phat tridn cung cip ma ngudn phdn mém;
¢) Kiém thr phdin mém trén mdi trrérng thir nghiém va nghiém thu trueéc khi dua vao sl dung;
d) Kiém tra, dénh gi4 an toan thang tin, trede khi dra vao sl dung;

d) Khi thay ddi m& ngudn, kién trac phan mém thyre hién kim tra, 4nh gid an toan thdng tin cho phan
mém;

e) C6 cam két clia b&n phét tridn vé bdo dam tinh bl mat ciia méa ngudn va bén quyén ctia phin mém
phét trién,

9.1,4.3 Thir nghiém va nghiém thu hé théng

a) Thyre hidn thix nghiém va nghiém thu hé théng tnrdre khi ban giao va dua vao sl dung;
b) C6 ndi dung, ké hoach, quy trinh thinghiém va nghiém thu hé théng;

¢) C6 bd phan cb tréch nhiém thiee hign thir nghiém va nghiém thu hé théng;

d) C6 don vi dbc lap (bén thr ba) hodc bd phén ddc l4p thuge don vi thire hién tu vén va gidm sat qué
trinh thir nghiém va nghiém thu hé théng;

d) C6 béo cao nghiém thu dugc xac nhin cla bd phén chuyén trach va phé duyét cla chl quén hé
théng théng tin trerde khi dua vao sir dyng.

9.1.5 Quin I¢ vén hanh hé théng

9.1.5.1 Quan ly an toan mang

Chinh séch, quy trinh qudn Iy an toan mang baoc gdm:

a) Quan ly, van hanh hoat ddng binh thurdng cla hé théng;

b) Cap nhét, sao luu dyr phdng va khéi phuc hé thdng sau khi xdy ra sy cb;
¢) Truy clp va quén ly cAu hinh hé théng;

d) Céu hinh 181 vy, t&ng curdmg bdo mat cho thidt bj hé thédng (cirng héa) trede khi dura vao van hanh,
khai thac.

9.1.5.2 Quin ly an todn may chii va dng dyng
Chinh s&ch, quy trinh quén 1y an toan méy chl va &ng dung bao gém:
a) Quén Iy, van hanh hoat dong binh thwéng cla hé théng méy chi va dich wy;

b) Truy cé&p mang clia may chi;
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¢) Truy c8p va qudn tri méy chil v ing dyng;
d) C#p nhdt, sao luu dy phdng va khdi phyc sau khi xdy ra sy of;
d) Cai dét, g& bd h@ didu hanh, dich vy, phdn mém trén he thdng méy chd va ing dyng;
&) Két ndi va g& bd h@ théng méy chli va dich wy khdi hé théng;

g) CAu hinh t8i wu va ting curdmg bdo mét (clrng hda) cho hé théng mdy chi trwée khi dua vao vén
hanh, khal théc,

9.1.6.3 Quén Iy an toan di¥ l§u

Chinh séch, quy trinh quén Iy an toan di iu bao gdm:

8} Yéu ciu an toan 84l v&l phuong phap ma héa;

b) Phan loal, quan ly va s dyng khoa bi mét va dir 1iBu m4 héa;
¢) Cor ché ma héa va kiém tra tinh nguyén ven cla dir lidu;

d) Trao dbi dir ligu qua mi tnrdmg mang va phuong tién leu trd;

d) Sao luu dy phdng va khél phyc di lidu (tAn suéit sao luvu dy phdng, phurong tién leu trir, thi glan
Itru tri; noi lwu trir, phurong thizc heu trr va phurong thire Iy der ligu ra khdi phireng tign iy trd;

) Cap nhét ddng bd thong tin, d( lidu gitra hd thdng sao Iy di phdng chinh va hé théng phy;

g) Binh ky ho#ic khi cé thay déi clu hinh trén hé théng thyre hién quy trinh sao luvu dig phong: tap tin ciu
hinh hé théng, bdn dy phdng hd didu hanh may chl, co s& db IBu; dO lidu, théng tin nghidp vy va cic
thdng tin, d liu quan trong khéc trén hé théng (ndu ca).

9.1.6.4 Quén Iy an toan thiét bj ddu cudi

Chinh séch, quy trinh quén Iy thiét b dAu cudi bao gbm:

a) Quén Iy, van hanh hogt ddng binh thudng cho thiét b diu cudl;
b) Két ndi, truy cap va slr dyng thiét bj dAu cudi tir xa;

¢) Cai ait, két ndi va g& bd thiét bj ddu cudl trong hé théng;

d) Céu hinh ti vu va t8ng cudng béo mét (cirng héa) cho may tinh ngudl sir dyng va thye hién quy
trinh treée khi dura hé théng vao sir dyng;

d) Kidm tra, danh gié, xir ly diém yéu an toan théng tin cho thiét bj ¢Au cudi trwée khi duwa vao sir dyng.
9.1.5.5 Quén Iy phdng chéng phdn mém déc hal
Chinh séch, quy trinh quan ly phan mém ddc hal bac gbm:

a) Cal d&t, cap nhét, s dyng phan mdm phdng chéng mé adc; dd quét, kidm tra phdn mém ddc hal
trdn méy tinh, may chi va thiét b] di ddng;
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b) Cal a&t, st dung phan mém trén mdy tinh, thiét bj di ddng va vide truy cp céc trang thdng tin trén
mang;

¢) Gri nhén tép tin qua mdi tnrdmg mang va céc phwong tién luu trlr di déng;

d) Binh ky thyc hién kiém tra va dd quét phdn mém doc hai trén toan bb hé théng; Thirc hidn kiém tra
va xtr Iy phéin m&m ddc hai khi phat hién déu hidu hodic canh béo vé diu hiéu phn mém doc hei xuét
hién trén hé théng.

9.1.6.8 Quén Iy glam s4t an todn hé théng thong tin
Chinh sach, quy trinh quén Iy gt4m sét an toan hé thdng thdng tin bao gdm:
a) Quan Iy, van hanh hoat ddng binh thudng ciia hé théng gidm sét;

b) D&i tugng gidm sét bao gbm: thidt b] hé théng, may chd, (mg dyng, dich vy va céc thanh phin khéc
trong hé thdng (ndu cb);

¢) Két ndi va gt nhat ky hé théng tir a8i tuomg gldm sét vd hé théng gisdm sat;
d) Truy cap va qudn tr hé théng glam sat;

d) Logi thdng tin cAn duge gidm sét;

&) Luu trr va bdo vé thdng tin glam sat (nhét ky hé théng);

g) Bdng bd tharl glan gitra ha théng gidm sét va thiét b dwrgc giém sét;

h) Theo dé&i, gidm sét va canh béo si o phét hién duge trén hd thdng théng tin;
i) B6 trf ngudn hyc va 8 chirc gidm st an toan hé théng théng tin 24/7.

9.1.5.7 Quan Iy &idm yéu an toan théng tin

Chinh séch, quy trinh quén I didm yéu an toan thdng tin bao gdm:

a) Quén ¥ thdng tin cac thanh phan o6 trong hé théng cb kha naing tdn tai diém yéu an toan théng tin:
thiét bi hé théng, hé didu hanh, mdy chd, img dung, dich vy va céc thanh phin khac (néu cb):

b) Qudn Iy, c4p nhét ngudn cung cép diém yéu an todn théng tin; phan nhém va mire 46 cia didm yéu
cho cac thanh phan trong hé théng a8 xéc dinh;

¢) Co ché phdi hop véri cac nhoém chuyén gia, bén cung cdp dich vu hd tro trong vige xi» Iy, khic phyc
a1ém yéu an toan théng tin;

d) Kiém tra, dénh glé va xi I diém yéu an toan thdng tin cho thiét bj hé théng, méy chd. dich vy trudc
khi dwa vao st dung;

d) Phurong én xi» ly tam thei khi didm ydu an toan thang tin khéng/chura cb khé néing xr Iy;
@) Quy trinh khdi phuc Igi hé théng sau khi xr Iy diém yéu an todn thdng tin that bal;
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9) Binh ky kidm tra, danh gia diém yéu an toan thdng tin cho toan bd hé théng théng tin; Thuc hién quy
trinh kidm tra, dénh gid, x Iy didm yéu an todn théng tin khi cé thdng tin hodic nhan duge cdnh bdo vd
diém yéu an toan thong tin d6i véi thanh phin cy thé trong hé théng.

9.1.6.8 Quén Iy sy cb an todn théng tin

Chinh séch, quy trinh quan Iy sy o6 an toan théng tin bao gbm:

a) Phan nhém sy c¢b an toan thang tin;

b) Phwong an tiép nhén, phét hién, phan logi va x I ban diu sy cd an toan thong tin;
¢) Ké hoach tng pht sy cb an toan théng tin;

d) Gidm s4t, phét hién va cdnh bao sir ¢b an toan théng tin;

@) Quy trinh (ng ciru sy cb an toadn théng tin théng thudmng:

e) Quy trinh img ctru sy ¢b an toan thdng tin nghiém trong;

g) Co ché phéi hop véi cor quan chire néing, céc nhém chuyén gia, ban cung cap dich vy hd tro trong
viéc x¥ y, khdc phyc sir ¢d an toan théng tin;

h) Binh ky t& chirc didn tap phwong én xir ly s\ ¢é an todn thang tin.

8.1.6.9 Quan Iy an todn ngwdr sir dung dducudl

Chinh sach, quy trinh quén Iy an toan ngwdi st dyng dau cubi bao gém:

a) Quan Iy truy cép, sir dung tai nguyén ndi bd;

b) Quan Iy truy c4p mang va tai nguyén trén Internet;

¢) Cai dat va sir dyng may tinh an todn.

9.2  Yaéu céu ki thudt

9.21 Bédo dam an todn mang

9.2.1.1 Thiét ké hd théng

a) Thiét ké cac viing mang trong hé théng theo chirc ndng, c4c viing mang tél thidu bao gém:
= Viing mang ndf bo;

- Ving mang bién;

- Viing DMZ;

- Ving may chi ndi b;

- Viing mang khéng day (néu c6) tach riéng, dd¢ ip véi cdc viing mang khéc;
- Ving mang may chl co s& diF liéu;

- Ving qudn trj;
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- Viing quan trj thiét b] hé théng.

b) Phwong an thiét ké bdo dém cdc yéu cu sau:

- C6 phwrong &n quén Iy truy cp, quén tr] hé thdng tir xa an toan;

- C6 phuong én quén Iy truy cp gira cac viing mang va phdng chéng xam nhap;
- C6 phirong én cén béing tal, dy phdng néng cho céc thiét bj mang;
- Cé phurong 4n bdo d3m an todn c¢ho may chi oo $& d(r idu;

- C4 phuong an chéin loc phdn mém 3¢ hai trén mdi treérg mang;
- Cé phwrong 4n phong chéng tAn céng tr chéi dich wy;

- C6 phrrong én gidm sat hé théng théng tin t@p trung;

- Cé phuong 4n gidm s&t an toan hé théng théng tin tp trung;

- C6 phuang én quén ly sao ey dy phdng tAp trung;

- C6 phuong &n quén 1y phn mam phong chéng ma ddc trén cdc mdy chi/mdy tinh ngudi ding tap
trung:

- Cé phuong &n phdng, chéng thét thodt di» liéu;

- C6 phurong 4n duy tri it nhét 02 két néi mang Intemet tir cac ISP sl dyng ha tng két néi trong nuéc
khéc nhau (néu hé théng bude phai cé két ndi mang Internet);

- Cé phrong &n bdo ¢dm an toan cho mang khéng day (néu cé);

- C6 phuong &n quan Iy tal khodn &ic quyén;

- C6 phirong &n di phdng hé théng & vi trl dja If khéc nhau;

- Cé phirerng 4n dy phdng cho két ndi mang gira hé théng chinh va hé théng dir phdng.
9.2.1.2 Kidm soét truy cdp tir bén ngoil mang

a) Thiét 13p hé théng chi cho phép sir dyng céc két néi mang an toan khl truy cip théng tin ndl by hoic
quan irj ha théng.tr céc mang ban ngoai va mang Internet;

b) Kiém soét fruy cép tir b&n ngodi vao hé thdng theo tirng dich vy, (rng dyng cy thé; chiin t4t ca truy
cip tdi céc dich wy, Umg dung mé hé théng khdng cung cip hodc khdng cho phép truy cip tir bén
ngoal;

c) Thiét 14p gi&i han thei glan ché (timeout) d& d6ng phisn két nél khi hé théng khdng nhén duge yéu
chu tir ngudi diing;

d) Phan quyén va cip quydn truy cép tir b&n ngodl vao hé théng theo tirng ngudd ding hosic nhém
ngudi ditng ciin c(r theo y&u cAu nghiép vy, yéu chu quan Iy,
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d) Gidl han sé Iwong két néi adng thai tir mGt dja chl ngudn va tdng sb Iwong két ndl ddng thivi cho
tirng (ng dyng, dich vy dwge hé théng cung cép theo nang luc thire 8 clia hé théng;

e) C6 phuong &n wu tiégn, bdo ddm chét luong dich vy (QoS) cho céc ¢ng dung, dich vy quan trong.
9.2,1.3 Kiém soét truy cip tir bdn trong mang

a) Chi cho phép truy c8p céc ('ng dung, dich vy bén ngoai theo yéu ciu nghidp vy, chiin céc dich vy
khac khdng phyc vy hoat 89ng nghiép vy theo chinh séch ciia td chire;

b) C4 phurong &n kiim soét truy cép clia ngudi ding vao céc dich vy, cdc may chil ndi bd theo chire
néing va chinh sach clia td chere;

¢) Khéng cho phép hodc gidl han truy cép (theo chirc ndng cla méy chi) tlr cc méy chi ra cdc mang
bén ngoai hé théng;

d) Cé phuong 4n quén Iy cac thiét bj ddu cudl, méy tinh ngedd ding két nél vao hé théng mang (theo
dia chi v&t Iy, dja chi logic), chi cho phép thiét bj ddu cudi, méy tinh ngudi sir dung hop & k&t ndi vao
hé théng;

d) Trién khal hé thdng gidm sét, phét hién va ngén chéin truy cép tir bén trong mang dén cac dja chi
Internet bi cAm truy cap theo chinh séch cia 18 chire (ndu co);

e) C4 phuong &n wu tién, bdo ddm chét lugng dich vy (QoS) cho céc két néi mang quan trong.
9.2.1.4 Nhjt ky hj théng

a) Thiét lap chirc nang ghl, leu trl nhat ky hé théng trén cc thibt bj hé théng (néu hB trg), bao gdm
¢4c théng tin sau: )

- Théi gian két néi;

- Thang tin k& ndi mang (dla chil IP, cdng két néi);

- Hanh ddng déi véi két néi (cho phép, ngdn chén);

- Thdng tin cac thiét bi dAu cubl két néi vao hé théng theo dja chi vét Iy va loglc;
- Théng tin cénh béo tir céc thiét bf;

- Thdng tin hidu nng hoat ddng cia thiét bj va tal nguyén mang.

b) S& dung méy chi thirl glan trong hé thdng dé& ddng b thdd glan gira céc thiét b mang, thiét bj diu
cubl va cc thanh phain khéc trong hé théng tham gia hoat déng glém sét;
¢) Luu trlr va qudn Iy tap trung nhét ky hé théng thu thap dugc tir cac thiét bj hé théng;
d) Gi&i han tal nguyén cho chirc nding ghl nhat ky trén thiét bj, d& bdo ddm chirc niing nay khong lam
anh hwdmg, gian doan hoat ddng cda thiét bi;
d) Lwu triy dy phong di¥ lidu nhét ky hé théng trén hé thong lwu tri riéng biét, c6 ma hoa v&i nhing d
liBu nhét ky quan trong (néu co);
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e) Luru trlr nhét ky hé théng clia thiét bf &1 thibu 12 théng;

g) Phén quydn truy céip, quan I dir lidu nhét ky hé thdng abi véi céc tai khodn c6 chire nang quan trj
hé théng khac nhau.

9.2.1.5 Phdng chéng xam nhip
a) Cé phurong én phong chéng xam nhép dé bdo vé céc viing mang trong hé théng;
b) Binh ky cp nhét cor s& d Idu ddu hiéu phét hidn tn cdng mang (Signatures);

c) Bdo dam nang lyc hé théng dap (rng &l theo yéu clu, quy md sd luong ngudi ding va dich vy, ing
dyng cla hé théng cung cp;

d) Hé théng c6 phurong én can béing tai va dy phdng ndng.

8.2.1.6 Phong chéng phdn mdm ddc hal trén mdl tredmg mang

a) C4 phureng 4n phang chéng phin mém ddc hal trén mai trirdrng mang;
b) Pinh ky cép nhat di ligu cho hé théng phong chéng phdn mém ddc hal;

¢) Béo d3m nang lyc hé théng d4p (rng Al theo ydu cdu, quy mé sb lvgng ngudi dong va dich wy, irng
dyng ciia hé théng cung cép;

d) Ha thdng cé phwrong én can bing tal va dy phdng néng.
9.2.1.7 Bao vé thiét b] hg théng

a) Céu hinh chre ning xéc thire trén cac thiét b hé théng & xdc thye ngudi ding khi quan tr thiét bi
nrc tiép hodic tir xa;

b) Thiét Iép cAu hinh chi cho phép s dung cac két ndl mang an toan khi truy cép, qudn trj thiét bj tiz xa;

¢) Khéng cho phép qudn tri, cu hinh thiét bj triec tiép tir cdc mang ban ngodl, tnrng hop bét bubce
phéi quén tri thiét bj tir xa phdi thure hién gin tiép thdng qua céc méy quén trj trong hé théng va sir
dung két n&l mang an toan:;

d} Han ché dugc 8 1an d%ng nhép sai khi quén tri hodic két ndi quén tri tir xa theo dla chi mang;
@) Phén quydn truy cép, quan tr] thiét bj 881 v&i céc tai khodn quén trj c6 quydn han khéac nhau;

e) Nang cip, xr ¥ didm yéu an 1oén théng tin clia thiét b] he théng treée khi duwra vao si¥ dyng;

g) Cu hinh téi vy, tang curdng bdo mét cho hé théng thiét bj hé théng trude khi dira vao s dyng;

h) X6a bd théng tin cdu hinh, diF ligu trén thidt bj hé théng khi thay 68l muyce dich st dung hodic g& bd
khdi hé théng.
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9.2.2 Bao dam an todn miy chu
9.2.2.1 Xéc thye

2) Thiét 1ap chinh séch xéc thye trén méy chii d& xac thyc ngwdt ding khi truy cép, quan [y va sir dyng
may chi;

b) Thay adi c4c tai khodn mac dinh trén hé théng hosic v8 hidu hda (néu khdng sl dung);

c) Thiét 14p cAu hinh méy chi d8 dam bdo an toan mét khéu ngudl s dung, bao gdm cdc yéu clu sau:
- Yéu cdu thay d8i mat khéu mac dinh;

- Thiét I1ap quy téc dat mat khdu vé 84 ky tiy, loai ky t;

- Thiét lap thei gian yéu chu thay ddi mét khiu;

- Thiét 1ap thérl gian méat khdu hep 18.

d) Han ché sé 1An déng nhép sai tfrong khodng thdi gian nhét dinh v&i mdt tal khodn nhét dinh;

d) Thiét lap cAu hinh d& vo hiéu héa tai khodn néu tai khodn db d3ng nhip sal nhidu An veot sb 1an
quy djnh;

@) Thiét 18p h& théng a8 chl cho phép ding nhép vao hé thdng vao khodng th¥i gian hep 1§ (theo quy
dinh cba t5 chirc);

g) Sir dung co ché xéc thyc da nhén 18 dé xéac thuc ngudi sir dyng khi truy cép, quan tr| vao cac méy
chii trong hé théng.

9.2.2.2 Kiém soéat truy cép

a) Thiét lap hé thdng chi cho phép st dung cac két ndi mang an toén khi truy cép, quén tr] médy chi tr
xa;

b) Thiét 18p giét han thivl gian chér (timeout) & déng phién két ndi khi mdy chi khéng nhén dugc yéu
chu tir ngudi dung;

¢) Thay @4l cbng quan trj méic dinh clia méy chi;

d) Khéng cho phép quan tri, cu hinh méy chi trgc tiép tir cAc mang bén ngoal, trudmg hgp bét budc
phal quén tri thiét bj tir xa phdi thyc hién gidn tiép thong qua céc may quan U trong hé théng va sir
dung két néi mang an toan;

d) Phan quyén truy cip, qudn trj, sir dyng 1ai nguyén khac nhau trén may chi véi ngudi s& dung/
nhém ngudi sir dung ¢b chirc ndng, yéu cAu nghiép vy khédc nhau;

e) CAp quydn téi thidu (quydn truy cép, quan trj) cho tai khodn quén trj méy chi theo quydn han;
g) Kiém sot truy cp may chll theo khodng thei gian hep 18 (theo chinh séch cda td chive néu co).
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9.2.2.3 Nhit ky hé théng

a) Ghi nhét ky hé théng bao gdm nhing théng tin co ban sau:

- Thdng tin két ndi mang t&i mdy chd (Firewall log);

- Théng tin ddng nhdp vao méy chd;

- L&i phét sinh trong qué trinh hoat dong;

- Thong tin thay ddi cAu hinh may ch;

- Théng tin truy cp di ligu va dich vy quan trong trén méy chl (néu ¢d).

¢) Giéi han dl dung legng hru trlr nhat ky hé théng d8 khdng mét hodic tran nhat ky ha théng;
d) Quan Iy va Iy trl tap trung nhét ky hé théng thu thap dugc tir may chi;
@) Lrru nhét ky hé théng trong khodng thai gian téi thidu 12 12 thang;

@) Luru trly dyr phdng dir lidu nhat ky hé théng trén hé théng luu trir riéng biét, c& ma hda véi nhimg dir
lidu nhét ky quan trong (néu cd);

g) Phan quyén truy c4p, quan Iy d@ liéu nhat ky hé théng abi véi céc tai khodn ¢ chirc nng quan tri
h& théng khac nhau.

9.2,2.4 Phdng chéng x4m nhip

a) Loai bd céc tai khodn khdng sir dyng, céc tai khodn khéng cdn hop 1 trén méy chi;

b) S& dung twérng Kra cla hé didu hanh va hé thdng d& cdm céc truy cép trai phép 161 may chil;
c) V& hidu héa céc giao thirc mang khéng an toan, céc dich vy hé théng khdng sir dyng;

d) C6 phirong an ¢3p nhét ban va, x Iy didm yéu an todn théng tin cho hé didu hanh va cac dich vu hé
thérig trén may chd;

d) Thye hién nang cép, xi¥ 1y d18m y8u an toan théng tin trén méy chi trwére khi dwa vao s dung;

) C6 bién phép quan ly tap trung viéc cfp nhét va xi» Iy ban va, d1dm yéu an toan thdng tin cho hé didu
hanh va céc dich vy hé théng trén may chu;

g) Thye hién céu hinh téi wu, téng cudng bao mét cho méy chil tnrére khi dwa vao s dung;

h) C6 bién phép phong chéng xam nhép trén mdy chil va kiém tra tinh nguyén ven cia c4c 1ap tin ha
théng.

9.2.2.5 Phong chéng phin mém ddc hal

a) Cai a4t phan m&m phong chbng mé ddc (hodic cb phirong 4n khac teong duong) va thibt Iap ché do
tw ddng c@p nhét cor s& d lidu cho phAn mém;

b) C6 phuwrong én kiém tra, do quét, x(r ly phdn mé&m ddc hal cho cac phdn mém truéc khi cai dat:
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c) Quén ly tép trung (cép nhét, cdnh béo va quan Iy) cac phan mém phong chéng ma ddc cai dat trén
mdy chi va céc méy tinh ngurdl sr dyung trong hé théng;

d) C6 cor ché kidm tra, xir ly mé dc clia céc phirong tién leu trlr di dong trudre khi két ndi véi may chil;

d) Cé cor ché theo ddi, glam sét va canh béo khi cb sy xudt hign céc tién trinh mét, cée t8p tin hé théng
trén may chii bj thay ddi.

8.2.2.6 X Iy may chi khi chuyén giao

a) Co bign phdp chuyén dung dé xéa sach théng tin, de lidu trén may chd khi chuydn giao hodc thay
adi myc dich sir dyng;

b) Sao lweu dy phong théng tin, dir liu frén méy chd, ban dy phéng hé didu hanh may chi trudc khi
thyee hién xda dir éu, hé didu hanh:

¢) C6 bién phép kiém tra, bdo ddm de lidu khdng thé khoi phyc sau khi x6a.

923 Bio ddm an toadn ¥ng dung

9.2,3,1 Xac thye

a) Thiét I4p cAu hinh tmg dung d8 xéc thye ngudi sir dung khi truy cép, quan trj, cAu hinh ng dung;
b) Luu trlr c6 ma hoa théng tin xac thye hé théng;

¢) Thiét 14p cdu hinh ng dyng 48 ddm bido an todn mat khdu ngudl sir dyng, bao gbm céc yéu chu
sau:

- Yéu ciu thay d8i mat khau mic djnh;

- Thiét 18p quy téc d&t mat khdu vé sb ky ty, loal ky ty;

- Thiét 14p thevi gian yéu céu thay ddl mat khéy;

- Thiét I&p theri gian mét khdu hop 18.

d) Han ché s lan dang nhép sai trong khodng théi gian nhét dinh vé1 tal khodn nhét dinh;

@) M& héa théng tin xéc thire trede khi givi qua mdi trrng mang;

e) Thiét lap cAu hinh (ng dyng @& ngén cin viéc dling nhip ty ddng 61 véi cac ing dyng, dich vy
cung cép va xir ly dir liéu quan trong trong hé théng;

g) Vo hidu héa tai khodin ndu d3ng nhép sai nhidu 1An virot 84 1An quy dinh;

h} 8 dyng co' ché xac thyc da nhin t6 a8 xéc thc ngwdi st dung khi truy cap, quan tri cac dich vy
quan trong trong hé théng.

9.2.3.2 Kiém soét truy cdp

a) Thiét I5p hé théng chi cho phép sl dung cac két ndi mang an toan khi truy cAp, quén tri tng dyng tir
xa;

63



TCVN 11930:2017

b) Thiét lép giét han thoi gian chd (timeout) A& &bng phién két ndi khi (ng dyng khéng nhén dwgc yéu
cu tir ngudi ding;

¢) Giéi han dja chi mang quén trj dwgc phép truy cép, quan tr] ing dung tir xa;

d) Phan quydn truy cép, quan tri, s& dung tal nguydn khéc nhau cua (rng dyng véi ngudi sir dyng/
nhém ngurdi st dung ¢b chirc nang, yéu cAu nghiép vy khéc nhau;

@) Gl han sé lrgng cac két ndi ddng thei (két ndi khdi tao va d4 thiét 1ap) dbi véi cac (ng dung, dich
vy méy chli cung cép;

e) Cap quyén téi thiéu (quyén truy c&p, quan tri) cho tai khodn quan tri ('ng dung theo quyédn han;
g) Thiét 1ap quydn téi thidu (chi cAp quyén truy cép co s& di liéu) cho tal khodn két ndi co s& dr ligu;
h) Thay &&i, tach biét clng quan tri (rng dung véi edng cung cAp dich vu @ng dung;

i) Khéa tam théi hosic khéng cho phép quén trj (rng dung trong khodng thdd glan ngodi gidr IAm viée
theo chinh séch clia tb chic (néu ¢b).

9.2.3.3 Nhit ky hé théng

a) Ghi nh4t ky hé théng bao gém nhirng thdng tin co bén sau:

- Théng tin truy cap (rng dyng;

- Théng tin dang nhap khi quan trj ¢ng dung;

- Théng tin céc 16 phét sinh trong qué trinh hogt &ng;

- Théng tin thay d8i cAu hinh trng dyng.

b} Quén Iy va leu trlr nhat ky hé théng trén hé théng quén Iy tap trung;

¢) Nhat ky hé théng phéi dugre vy trik trong khodng théi gian téi thidu 18 12 thang;

d) Luu triy dy phong dir liéu nhat ky hé théng trén hé théng luu triy ritng bigt, ¢d ma héa véi nhirng div
lidu nhat ky quan trong (néu co);

d) Phan quyén truy cip, qudn Iy dir liéu nhét ky h& théng i véi céc tal khodn cb chirc néng quan trj
hé théng khac nhau.

8.2.3.4 Bao mgt thong tin lign lac

a) Ma héa théng tin, di¥ lidu (khong phai |2 thdng tin, dr iéu cong khal) trrdre khi truyén dura, trac dbi

qua mdl tredng mang; sir dung phuwong 4n ma hoa theo quy dinh v& béo vé bi mat nha nudc &di vél
théng tin méat;

b) S& dyng két ndi mang an toan, bdo dam an todn trong qué trinh khé tao két néi kénh truydn va trao
&di thdng tin qua kénh truydn;

B4



TCVN 11830:2017

¢) Sir dung két hgp céc két ndi mang an toan hodic bién phdp ma héa a8 bdo dam d( lidu quan trong
dugc ma hoa 02 An khi truydn qua mai tredmg mang;

d) S&r dung k&nh vat Iy riéng khi truydn dura, trao d8i qua mdi trewdmg mang dbi vél di ligu quan trong;
@) Sir dyng thiét bj ph&n cirng chuyén dyng dé phyc vy ma héa va gidi ma.

9.2.3.5 Chéng chél bd

a) St dyng chir ky s& khi trao a8i thdng tin, d( Niéu quan trong;

b) Chir ky sb dwgc cung cip bdi co quan b thdm quydn hodc dom vi cung cdp dich vy chlr ky sb dugc
cap phép;
c) C6 phirong an bdo dam an toan trong viéc quan ly va sir dyng chl¥ ky sb;

d) St dung thiét bj, phwrong tién chuyén dyng @& thye hién ky va gidi mé 1hdng tin, dr lliéu khi gil va
nhén. '

9.2.3.6 An toan irng dyng va méd ngudn
a) C6 chirc nang kidm tra tinh hop & cla thong tin, diF liéu d&u véo trwde khi xi Iy:
b) C6 chirc ndng kidm tra tinh hop 18 cda thong tin, dev 1§u dAu ra trede khi gl v méy yéu clu;

¢) Cé phuong 4n bdo v@ Ung dung chéng lai nhirng dang tdn cong phd bién: SQL Injection, OS
command injection, RFI, LF1, Xpath injection, XSS, CSRF;

d) C6 chirc néing kiém sodt I8i, thong bao 18i tlr ¢ng dung;

d) Khdng Iy ¥ thong tin xdc thire, théng tin bl mat trén ma ngudn &ng dyng;

€) Cé chirc néing tao lép, duy tri va quan ly phién [am viéc an toan.

9.2.4 Bio dim an toan dir ligu

9.2.4.1 Nguyén ven dir li§u

) C6 phirong &n chuyén dyng & qudn I, luu tr? d lidu trong hé thdng bdo ddm tinh nguyén ven;

b) Cé phrrong én gidm sat, cdnh béo khi o6 thay 48 thdng tin, d( lidu iwu trén hé théng leu triphuong
tién lwu trly;

¢) Cé phurong én khdl phyc tinh nguyén ven clia thdng tin dir lidu.
9.2.4.2 Bdo mat dir lidu

a) Luu trlr c6 mé héa céc thodng tin, dik ligu (khdng phal & thong tin, dir iéu cong khai) trén hé théng
Iy tri/phurong tién luu trlr;

b) S& dyng cac phuong phap mé héa manh (chira duge cée tB chire quéc té cdng bd d1dm yéu an
toan théng tin) d& m& héa de ligu;

c) C4 phuong én chuyén dung dé qudn Iy va bdo v@ dir lidu m& hoa va khéa gidi mé;
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) Thiét Iap phan ving lwu trlr m& héa, phin quyén truy cép chi cho phép ngudi o6 quydn dugc truy
cép, quan ly dir (l#u m& héa.

8.2.4.3 Sao lvu dy phong

a) Thiyre hién sao lru dy phdng céc thdng tin, d liéu co ban sau: tép tin chu hinh hé théng, ban dw
phéng hé didu hanh méy chl, co & dr idu; dir liu, thong tin nghlép wy;

b) Phan loal v& quén Iy cAc dlr lidu dugc luu trir theo tirg loalnhdm thdng tin dugc gén nhan khac
nhau;

¢) C4 hé théng/phurong tién leu trr déc 1p dd sao heu dy phang;

d) Phrong én sao Iu dy phong o6 tinh s8n sang cao, cho phép khéi phyc dir lidqu néng khi mét thanh
phén trong hé théng xdy ra sy c4;

@) Luu trir dy phdng céic dOr 1iéu quan trong trén hé théng/phirong tién lwu trir dy phong & vi tri dia iy
khéc nhau; bdo dadm méi trueérng bao quan va phurong phép quén ly gidng nhur véi hé théng chinh;

@) Duy trl it nhét 02 két néi mang tir hé théng ea0 lvu dy phdng chinh véi hé théng sao luu dy phéng
phu.
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Phylyc A
{Quy dinh)

Yéu cdu co ban vd an toan vat Iy cho h§ théng théng tin theo cip d¢
A1 Yéu cdu vit Iy cho hé théng thdng tin cdp d6 1

A.1.1 Kidm soét truy cip vitly
Thiét iap odng bdo vé a8 kidm soét vao, ra phdng méy chi.
A.1.2 Chéng trym, chéng pha hoai

Thiét bl hé thdng phdl dugc dat trong phdng méy chi va cb ti bdo vé (1 rack), dwgc agt cb dinh va
gén nhan md ta,

A.1.3 Chéng chay

Phong méy chd dugc trang bj hé théng phdng chéy, chira chay.

A.1.4 Ngudn cung clp

Ngudn dién trong phdng méy chi phal dugc ddm bdo 8n dinh cb &n ép, chéng qué tal.
A.2 Yéu cu vt Iy cho h@ thdng théng tin cép a4 2

A.2.1 Kiém soét truy cép vitly

a) Thiét 1ap hé thdng clng bdio vé 8 kidm soét vao, ra phdng may chi;

b) Thiét I4p hé théng camera giém sét, ghi lai thdng tin véo ra phdng méy chd.

A.2.2 Chéng trdm, chéng phd hogl

Thiét b hé théng phéi duwgre dit trong phdng méy chd va c6 td bdo vé (ti rack), duge dit ¢b dinh va
gén nhdn mo ta.

A.2.3 Chéng sét

Téa nha d&t phong méy chl phdl duge thiét 1ap hé théng chéng sét.

A.2.4 Chéng chay

Phéng méy chd phél idp dt hé théng canh bao va chira chéy ty ddng.

A.2,8 Kidm sost nhidt dd va dd dm

Cé hé théng didu hda, bio dam vé nhiét 39, dd &m &n djnh trong phdng mdy chl.

A.2,6 Ngudn cung cdp

a) Ngudn dién trong phong mdy chd phél durge ddm bdo &n djnh c6 &n 4p, chéng qua tal;
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b) C6 hé théng UPS dam bdo hoat 4dng lién tyc clia cAc thiét bj mang chinh va cac méy chd quan
trong.

A.3 Yéu cdu vét Iy cho hé théng thong tin cdp 44 3
A.3.1 Lya chon vj tri vit ly

Vi tri phdng méy chll khdng dwgc ndm & cac thng cao cla tda nha; khdng duoc a3t dudi ting him
hoac dudl céc nol chlra, dwng nudc,

A.3.2 Kidm soét truy cdp vitly
a) Thiét 14p hé théng cdng dién t¥ 38 kidm soét vao, ra phdng méy chil;

b) Thiét tap hé théng camera glém sét, ghl lai thdng fin vao ra phong mdy chl. DC liéu nhat ky camera
phéi dugc lweu trir 181 thidu 03 théng;

) C6 phuromg 4n kidm soét céc thiét b, vat dung dugc mang ra, vao phdng méy chu.
A.3.3 Chéng trdm, chéng pha hoai

a) Thiét bj hé théng phal durge dat trong phong méy chil va c6 tl bao vé (td rack), dugc aat ¢d dinh va
gén nhan mod 1a;

by Két nél vat Iy (cAp mang, dién thoal...) trong phéng phal dugre di ngdm va cb dudng ng béo vé;
c) Thiét I&p hé théng bao ddng chéng trdm ty dong.
A.3.4 Chéng sét

a) Téa nha a&t phdng may chil phal dugre thiét 14p hé théng chbng sét va duge nghiégm thu, kidm tra ky
thuét cGa ban quén ly 1da nha;

b) C4c thiét bi, t0 k§ thuét trong phdng méy chd phai dwec ndi gat.

A.3.6 Chéng chéy

a) Phong médy chii phai ldp dat hé théng cénh béo va chira chéy ty 8éng;
b) Phong méy chil phai dugce xdy dyng sl dung cAc vét idu chiu I7a.
A.3.6 Chéng 4m va chéng thdm

a) Tudng va san nha clia phdng méy chii b cac durdng dng thodt nuére; durdng éng thoat nuréc khong
duge di qua trdn, san phdng méy chij;

b) TrAn va cac cira, cira s8 phdng méy chll phéi dugc thiét ké ddm bao khdng bi nurdc mua hét vao;

¢) C6 bién phép ngan khéng cho nwréc mura thdm qua trlin va tuémng vao phdng méy, tich ty nwdc va di
chuydn nwée tich ty trong phdng may.

A.3.7 Chéng tInh dlgn

a) C6 bién phap chéng tinh didn ddi véi céc thiét bl mang chinh;
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b) San phang méy chd cAn phai duge Ip st san chéng tinh didn.
A.3.8 Kidm soét nhigt dd va dd &m
Cé hé théng aldu hda trung tdm, bdo didm va nhiét 8, d6 4m 8n dinh trong phdng may chi.
A.3.9 Ngudn cung cép
a) Ngudn dién trong phdng may chd phdl duge 3dm bdo 8n dinh c6 &n dp, chéng qué téi;
b) C6 ngudn cung cAp dién dir phong, cb thé thay thé ngudn cung cép dién chinh;
¢) C6 hé thdng UPS @3m bdo hoat adng Ilén tyc cla cac thiét bj hé théng va may chd.
A.3.10 Bio v§ dl§n tir

a) Budmg dién va cap tin hiéu (cap mang, thoai...) phéi durgc 84t cach ty d8 trénh nhidu dién tir duéng
dién sang cép tin higy;

b) C6 phirong én che chén, céch ly céc ngudn nhidu dién tir nhu: céc may bién ép, céc ddng co va
mdy phét didn, thiét bj X quang, céc mdy phét ra-8a hodic v0 tuyén, thiét b han nhiét.

A.4 Ybu cdu vt Iy cho h$ théng théng tin cdp a4 4
A.4.1 Lya chon v| tri vitly

a) V] trf phdng may chl khdng dugc ndm & céc tAng cao cla tda nha; khdng dugc dit dudl tang hdm
hodic dudl cae noi chiva, deng nude;

b) Vi tri d&t phong may chi can trénh khu virc d& phat sinh Iira nhur khu virc gén kho dau, vét d& chay,
khu vire ¢b dién tnedrg va tir trudring manh,

A.4.2 Kibm soit truy cép vit 1§
a) Thiét 1ap hd théng cBng dién tir 3 kiém soét vao, ra phdng may chil;

b) Thiét 1Ap hé théng camera gidm sdt, ghi fal théng tin vao ra phdng may chl; hé théng phal duge
quan § tap trung v dugc theo dai, gldm sat 24/7. DI lidu nhit ky camera phal duge lwu trir tét thidu
06 thang;

c) Thiét 13p khu vanh dai giCra phdng may chd véi cdc khu vige khéc trong tda nha;

d) Cac khu vipc trong phdng maéy chil gét thiét bj mang chinh va may chl quan trong phéi c6 hé théng
camera giém sét va co ti bdo vé.

A.4.3 Chéng trdm, chéng phé hoai

a) Thiét bj hé théng phai dugc dat trong phéng méy chl va cb 1l béio v4 (tl rack), dwoc dit cb dinh va
gén nhain md 18;

b) Két néi vat ly (cdp mang, dién thoal...) trong phang phél dugc di nglm va cb dudmg éng béo ve;



TCVN 11930:2017

c) Thiét 1ap hé théng bao ddng chéng trdm tir ddng s dung k§ thuét quang dién holic nhimg k§ thuét
khac trong dwong.

A.4.4 Chéng sét

a) Toa nha a4t phdng méy chli phai dugc thiét I3p hé théng chéng sét va dugc nghiém thu, kidm tra ki
thuét cla ban qudn Iy téa nha;

b) C6 phurong &n phong chéng sét lan truydn cho céc thiét bj hé théng, céc thiét bi phy trg v& ngudn
cung cép dién;

c) Két néi mang gitra cac thiét bi hé théng co co ché phdng chéng sét lan truyén.
A.4.5 Chéng chéy

a) Phong mdy chli phai 14p d&t hé théng canh béo va chra chdy ty ddng; cb cée hinh thirc phat tin hidu
canh béo chay khéc nhau (bdng &m thanh, 4nh séng...);

b) Phdng méy chi phéi durge xay dung siv dung céc vat liu chiu lira;

¢) Khu vizc méy chii quan trong va thiét bj mang chinh phai dat cach ly va co bién phép cach Iira vl
cac khu vire khéac.

A.4.6 Chéng &m va chdng thim

a) Tuérng va san nha clia phong méy chi cb cac dudng éng thoét nwrére; dudmg 8ng thoat riwrde khdng
dugc di qua trdn, san phdng may chd;

b) Trdn va cAc clra, clva sb phdng méy chi phdi dugc thiét ké ddm bdo khdng b] nwéc mura hét vao;

¢) C6 bién phép ngan khang cho nuréc mwa thdm qua trdin va teéng vao phdng may, tich ty nuée va di
chuyén nwdc tich tu trong phdng méay.

A.4.7 Chéng tinh dién

a) C4 bién phap chéng tinh dién a8l véi cac thiét b trong phdng may chi;

b) San phdng mdy chii cAn phdi dugc 1ép diit san chdng tinh dién.

A.4.8 Kiém soat nhijt 4 va ad dm

a) C6 hé théng didu hoa trung tam, bdo ddm vé nhiét a6, ad &m dn djnh trong phong may chi;

b) Hé théng didu hda khdng khi tai phéng méy phéi riéng biét hoan toan véi céc hé théng didu hda
khéc trong tda nha;

¢) C6 thiét bj do 46 3m va canh bdo khi 40 &m trong phdng méy chili vt mire cho phép;

d) C6 thiét bj hat &m d& ngan chéin sy ngung ty hoi nuéc & phdng méy chil va thédm thdu nwée a4 tich
ty & san phdng méy chd.
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A.4.9 Ngudn cung cép
a) Ngudn dién trong phong méy chi phéi dwoc ddm bdo &n dinh ¢6 8n ap, chéng qua tal;
b) Str dyng hai ngudn cung cp kéo tir hai trem dién khac nhau;
¢) C6 hé théng UPS ddm bdio hoat ddng lién tyc clia céc thiét bj hé théng va may chd.
A.4.10 Bio v§ dign tiv

a) Pudng dién va cap tin hidéu (cdp mang, thogl...) phal dwc d&t céch ly d8 tranh nhidu Jign tir dudng
dign sang cép tin higu,

b) Cé phwong &n che chan, céch ly cic ngudn nhidu dién tir nhu: céc méy bién 4p, céc ddng co v
méy phat dién, thiét b| X quang, c&c méy phét ra-da hoic vb tuyén, thiét bj han nhigt;

¢) C& tAm chén dién tir cho khu vige may chil quan trong va thiét bj mang chinh.
A.6 Yéu cdu vit Iy cho hé thdng thdng tin cdp 46 5
A.5.1 Lira chon v| trl vt ly

a) V] trf phdng méy chil khdng dugc ndm & cac tAng cao cla tda nha; khdng dugc dit dudi ting him
hodic dui céc noi chira, dyng nudc.

b) Vi tri d&t phdng méy chii cAn trénh khu wiec d& phét sinh Iira nhir khu vire gin kho ddu, vt d& chéy,
Khu vipe cé dién trdng va tir tnidmg manh;

c) Vi tri x8y dyng phéng méy chd phéi trdnh dugre cée didu kidn khic nghiét cla théi tiét nhu: bao,
thién tal va cac didu kién khéc.

A.5.2 Kidm sodt truy cp vt Iy

a) Thiét 1ap hé thdng cdng dién 1 d& kiém soat vao, ra phdng mdy chd, o6 it nhét 02 yéu 18 x4c thyc
khi vao phang méy chl hodc truy c3p vat Iy cac thidt b| mang chinh;

b) Thiét 1ap hé théng camera gidm s&t, ghi lai thdng tin vao ra phang may chiy; h@ théng phél dugc
quén Iy tap trung va dugc theo di, gidm sét 24/7. DI figu nhat ky camera phai dwoc lwu trir ti thidu
12 thang;

¢) Thiét 18p khu vanh dal gilva phdng méy chl véi cac khu vie khac trong tda nha;

d) Céc khu virc trong phong may chil a4t thiét b| mang chinh va méy chl quan trong phél cd hé théng
camera giam sét va co ti béo vé.

A.5.3 Chéng trdm, chéng ph4 hoal

a) Thiét bj hé théng phai dwrgc dit trong phéng méy chil va ¢b td bdo v (1l rack), dugc dét ¢d dinh va
gén nhan mo t&;

b) Két nél vat Iy (cap mang, dién thoal...) trong phong phal dugce d ngam va cé dwdng dng bdo vé;
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¢) Thiét 1ap hd théng béo ddng chéng trdm e ddng sl dung k§ thuét quang dién ho3c nhing k§ thuét
khéc tuong duong;

d) Thiét Iap I&p bdo vé vat Iy thir 2 cho khu vizc méy chid quan treng, thiét bi mang chinh; cb hé théng
kiém soat vao, ra khu virc nay, st dung t41 thidu 02 yéu t8 xéc thye.

A.5.4 Chéng sét

a) Toa nha a3t phong mdy chi phal dwc thidt iap ha thdng chdng sét va duge nghiém thu, kidm tra k§
thuat clia ban quan ly tda nha;

b) Cé phuong &n phdng chéng sét lan truydn cho céc thidt bj hé théng, cdc thiét bj phy tre’ va ngudn
cung cép dién;

¢) Két ndl mang gitra cac thiét bj he théng cb co ché phong chéng sét lan truyén;
d) C6 phurong 4n quéin ly, gidm sat tap trung hé théng chéng sét.
A.5.5 Chéng chay

a) Phong méay chi phai 14p dat hé théng canh bdo va chiva chay tv ddng; cb cac hinh thirc phét tin hiéu
canh b&o chéy khéc nhau (bing &m thanh, anh séng...);

b) Phéng mdy chl phai duge x&y dieng sl dung céc vat lidu chiu ICa;

c) Khu virc may chl quan trong va thiét bj mang chinh phdi &t céch ly va cb bién phép cdch Ilra véi
cac khu vire khéc;

d) C6 phuong én quan Iy, gidm sét tAp trung hé théng chéng chay; b tri ngudn Iy va td chire glam sat
2477,

A.5.6 Chéng Am va chéng thim

a) Tuwérng va san nha cila phong méy chi cé cac duwomg éng thoét nirée; dudrng dng thodt nuwrée khéng
dugce di qua trdn, san phdng méay chi;

b) Trén va céc cira, clra s8 phdng may chii phél dugre thiét ké 3dm bdo khodng bi nurdre mura hit vao;

c) C4 bién phép ngan khéng cho nurérc mwa thdm qua trdn va twdng vao phdng may, tich ty nueéc va di
chuyén nuéc tich ty trong phdng méy.

A.5.7 Chéng tinh-dlén

a) C6 bién phap chéng tnh didn adi véi céc thiét bj trong phdng may chu;

b) San phéng méy chii cAn phdi dugc I&p ddt san chéng tTnh didn.

¢) Cé6 phuong 4n gidm thidu sir phét sinh tinh dién cho cac méy chd quan trong va thiét bj mang chinh;

d) Céc vt li8u str dung xdy dyng phdng méy chil phai sr dying loal vt li&u cdch dién hodc sinh ra tinh
d1&n nhd.
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A.5.8 Kiém sodt nhidt dd va ¢ 4m
a) Co hé théng didu hda trung t&m, bdc ddm vé nhiét a8, 40 4m &n dinh trong phdng méy chd;

b) Hé thdng didu hda khdng khf tai phdng may phal riéng biét hoan todn véi cac hé thdng didu hoa
khac trong tda nha.

c) C6 thiét bj do 4 &m va cdnh bao khi 4§ Am trong phdng méy chll vurgt mirc cho phép.

d) C6 thiét bj hut &m d& ngén chéin sy ngung ty hoi nudc & phdng méy chii va thdm thdu nuéc da tich
tu & san phdng méay chd;

) C6 phrong &n quén ly, gidm sat tap trung hé théng kidm sodt nhiét 46 va ad &m; b trf ngudn lyc va
td chive gidm sét 24/7.

A.5.9 Ngudn cung cdp

a) Ngudn dién trong phdng méy chi phai duge ddm bdo &n dinh cb &n ép, chéng qua tal;
b) St dung hal ngudn cung cép kéo tir hai tram &ién khéc nhau;

c) Cé hé théng UPS @am bdo hogt dong lién tyc clia céc thiét bj hé thdng va méy chil;

d) C6 phuong én quén Iy, giém 4t tap trung hé théng ngudn cung cép; bd tri ngudn Iye va td chirc
giam sat 24/7.

A.5.10 Bao vé dién tir

a) Dung dién va cép tin higu (cép mang, thoai...) phal dwge &t cach ly dé tranh nhidu dién tir dwrdng
dlén sang cdp tin higu;

b) C6 phwong &n che chén, cach ly céc nguédn nhidu dign tir nhu: céc méy bién 4p, céc ddng co va
may phét dién, thiét bj X quang, cac méy phét ra-da hodc v6 tuyén, thiét bj han nhigt;

¢) C6 tAm chén dién tir cho khu viye mdy chil quan trong va thiét bj mang chinh.
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